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1. Introduction

Purpose

This document outlines the process of configuring the software integration between OnGuard by
LenelS2 and Invixium’s IXM WEB.

Description

IXM Link, a licensed module in IXM WEB, is required to synchronize the user database between IXM
WEB (where biometric enrollment for users is performed) and LenelS2 OnGuard Software (where
access rules for the users and the organization are managed).

Note: To activate IXM Link within IXM WEB, the installer must contact Invixium Support at
support@invixium.com to obtain the activation key.

The following sections will describe how to set up and configure IXM Link to keep IXM WEB users in
sync with OnGuard by using “Open Access API” to import and export cardholders.

Acronyms

Acronym Description

API Application Programming Interface
IXM Invixium

LS2 LenelS2

OAAP OpenAccess Alliance Program

16 P/N XAD-TPI-003-06G
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Field Mappings
The following are the OnGuard fields that are mapped to IXM WEB:

OnGuard IXM Field Notes < Formatted Table
Field
. . This is mandatory for adding users to IXM WEB
First name First Name from OnGuard
Last name Last Name
Badge ID This is mandatory for adding users to IXM
(Badge) Number (Card) WEB from OnGuard.
Issue
Code Issue Level (Card)
(Badge)
Activate Activation Date (Card)
(Badge)
Deactivate .
(Badge) Expiry Date (Card)
Cards with “Active” status in OnGuard are
Status only synchronized to IXM WEB. In case of
(Badge) Status (Card) other status, cards will be deleted from IXM
WEB
To synchronize PINs from OnGuard to IXM
WEB, users have to configure a custom
<<Custom field in OnGuard and provide the name of

Field>> Pin the custom field on the IXM Link
configuration page.-PHNHength-mustbe-4-10
characters:

Photo Photo “ [ Formatted Table

Setting Map Access Group to YES in
configuration will create an employee group,

Employee Group / device group, and sync group in IXM WEB.
Access Levels  DeviceGroup/ Sync Further employees imported with respective
Group Access Levels from OnGuard will be
automatically added to the employee group in
IXM WEB.
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Note: Multiple Cards - OnGuard can have multiple badges (cards) per cardholder, and IXM WEB
supports a maximum of 10 cards per employee.
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2. Compatibility
Invixium Readers
TITAN TFACE

All models All models

=

TOUCH2

All models

SENSE2 MERGE2 MYCRO

All models All models All models

@ Note: Invixium devices with the OnGuard category will only be registered in IXM WEB if they have the

OnGuard license activated.

Software Requirements

Application
OnGuard

IXM WEB
Operating Systems

Microsoft .NET Framework
Database Engine

Internet Information Services
>ns)

Web Browser

Version
V7.6 / v8.0-/+v8-1
3.0.3536.0

Windaws-11 Dcg “ [ Formatted Table

Windows 10 Professional Version
Windows1H1-Pro

Windows Server 2016 Standard
Windows Server 2019

.NET Framework 4.8

SQL Server 2014 or higher

Microsoft® Internet Information Services
version 10.0

Google Chrome

Mozilla Firefox

Microsoft Edge (Internet Explorer not
recommended)

19 P/N XAD-TPI-003-06G
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Other Requirements

Server 2.4 GHz Intel Pentium or higher
RAM 8 GB or higher
Networking 10/100Mbps Ethernet connections

Note: Server requirements mentioned are ideal for small to medium business installations.
For large enterprise installation server requirements, contact support@invixium.com.

Compatibility Matrix for IXM WEB & OnGuard Integration:

IXM WEB version OnGuard version Compatible - ( Formatted Table
IXM WEB 2.2.57.0 V7.6 Yes
IXM WEB 2.2.57.0 v8.0 Yes
IXM WEB 2.2.224.0 V7.6 Yes
IXM WEB 2.2.224.0 v8.0 Yes
IXM WEB 2.2.230.0 v8.0 Yes
IXM WEB 2.2.252.0 v8.0 Yes
IXM WEB 2.2.252.0 v8.1 Yes
IXM WEB 2.2.330.0 v8.0 Yes
IXM WEB 2.2.330.0 v8.1 Yes
IXM WEB 2.3.20.0 v8.0 Yes
IXM WEB 2.3.20.0 v8.1 Yes
IXM WEB 3.0.3536.0 v8.0 Yes
IXM WEB 3.0.3536.0 v8.1 Yes

Table 1: Compatibility Matrix for IXM WEB & OnGuard
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3. Checklist
Item List Interface
Prerequisites for IXM WEB Installation Invixium
Installation of IXM WEB Invixium
Email Configuration in IXM WEB Invixium
IXM WEB and IXM Link Activation Invixium
Configure IXM Link for LenelS2 Invixium
Creation of API Users in IXM WEB Invixium
Configure Readers in OnGuard LenelS2
Configure Invixium Readers Invixium
Face, Fingerprint or Finger Vein Enrollment LenelS2
Configure Logical Events LenelS2
Configure Custom PINs (Optional) LenelS2
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4. Task List Summary

Task | IXM WEB Task List OnGuard Task List
Activate IXM WEB and IXM Link for | Add a reader with the same name as an
1 LenelS2 OnGuard IXM reader present in IXM WEB
) . Create an Access Level and add a reader
2 | Configure IXM Link for OnGuard ot v
Add a new API System User in IXM | Create Cardholders, Assign Badges and
3 WEB for enrollment Assign Access Levels to cardholders
Reg|.ster an I)_(M Device and Configure Partner Connector Workstations
4 configure settings as per the
. for Enroliment
requirement
Configure Weigand or OSDP Enroll cardholder biometrics (Face,
5 | settings in device for integration fingerprint, finger vein) from the enroliment
with Access Panels addon
Download the Add-on for Add logical devices with the same name as
. an IXM reader present in IXM WEB for
6 | enroliment from the Link -
Configuration page Temperature and Mask Events using
9 pag OnGuard
7 Monitor Events and Generate Reports

Table 2: Task List Summary

22 P/N XAD-TPI-003-06G
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5. Prerequisites for Installing Invixium IXM WEB Software

Getting an IXM WEB activation key
Procedure

Complete the online form to receive instructions on how to download IXM WEB:
https://www.invixium.com/download-ixm-web/

IXM WEB Download and Activation

Fill out the details below to receive an email with steps to download, install and activate IXM WEB.

Who are you?

®) Distributor
Acoess Control Panel Manufacturer
Installer/integrator
End User

Customer Details

Please provide details of the End-User who has purchased Invixium biometric solutions and where they will be installed. The Activation License for IXM WEB will be
issued in their name and will provide them access 1o future upgrades and support

First Name* Last Name® CGompany Email*

Company Name® Select Country® Phane Number*

Installer Details
Please provide details of the person and/or company responsible for installing IXM WEB at the aforementioned customer’s facility. The license key will be emailed to the
customer email ID as well as the email ID provided below.

First Name* Company Email*
Company Name* Phane Number*
Street Address 1 Street Address 2 City*

Select Country* Postal Code*

Figure 1: IXM WEB Online Request Form
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After submitting the completed form, an email will be sent with instructions from
support@invixium.com to the email ID specified in the form.

Please ensure to check the spam or junk folder.

See below for a sample email that includes instructions on how to download and install IXM WEB

along with your Activation ID.

Dear,

Get the latest XM WEB package from the link below. Depending on your intemet speed, the dewnlozd wil take approximately 15 minutes.

1. Do not update ¥ you

< using 1XM SDKs, 2 custom frmware or a custom XM WEB version. Contact [XM Support for more details

2 After updating I

B, make sure all devices are first updated to the latest firmuare be

 enraiment, configuration o changing settings.

3. For existing TITAN or TFACE users. this update of X

4 Fornew customers, Microsoft SQL version 2014 will be installed along with XM WEE 2.2. For existing customers, p B

upgrade fo Microsoft SQL 2014 or higher before upgrading IXM

XM WE

Activation ID: LV-D4-G6-
Follow these steps to install or update X1 WEE:

1. Download the IXM WEB package.

2. Extract the compressed files and capy IXM WEB.exe to required server

3. Install IXM WEB, open and create alogin

Pew XM WEB installations require Activation. To activate 15 WEB, first open and create a login and then fallow these sieps
1. Online Activation (Recommended) - Requires an active intemet connection
© Go o Left Navigation Menu — LIGENSE — IXM WEB.
o Select ‘Oniine” as activation Type. Enter your Activation ID and Click "activate’
o Your Activation ID wil be validated automatically and IXM WEB vl be ready for use.
2. Ofline Activation - For servers that are offine.
© Go o Left Navigation Menu — LICENSE — XM WES,
o Select ‘Offine” as Activation Type. Enter your Activation ID and Ciick “request
« Copy the details that pop up and email them fo support@invixium. com.
o Our support team will send you an email with an Activation Key to activate XN WWEB.
© Onee you receive the Activation Key, select the *Offline” as Activation Type and enter the Activation Key. Click Activate to starl using IXM WEB.

Enjoy the Experience!

EE requires temparary internt connactivity to access Invixium servers for license valigation. If connacting fo the internet s not possible at your premises, contact IXH Support for help.

Figure 2: Sample Email After Submitting Online Request Form
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Minor Checklist and Considerations

Use these tables to verify that you have conducted all required steps.

Other Minor Checklist

Windows Operating System needs to be up to date.

Windows Updates System updates should not be pending. If any update is
downloaded, you will have to restart the system to
complete the Windows update.

The person who is setting up the IXM WEB Installation

User Privileges should have full administrator rights.

Table 3: System Related Checklist

Port Assignment Port
Inbound HTTP Port 9108
TCP 1433
Port to communicate 9734
between IXM WEB &

Devices

Inbound Port 1255

LenelS2 Open Access | 8080
API Port

Table 4: Port Information
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6. Installing IXM WEB

Software Installation

==
Drgcodure Formatted: Font: Font color: Auto
Formatted: Font: Italic, Font color: Auto
— Formatted: None, Space Before: 0 pt, After: 0 pt, Don't

Run the IXM WEB installer (Run as administrator), then click Install. It will display a popup
window to accept the License Agreement.

¥ IXM WEB

Install

A
&

Advanced News

Figure 3: IXM WEB Installer
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STEP 2 -

Formatted: Font: Font color: Auto

Click ‘Yes’ in the popup window. The IXM WEB installer will start a basic installation process.

Formatted: Heading 3, None, Space Before: 0 pt, After: 0
pt, Don't keep with next, Don't keep lines together

STEP 3 “ Formatted: Font: Font color: Auto

Formatted: Heading 3, None, Space Before: 0 pt, After: 0
pt, Don't keep with next, Don't keep lines together

By default, IXM WEB performs basic installation and installs software to the default location with the
default port number. If the user wants to, they can change the installation path and choose a port
number that communicates with the IIS server. Click Advance., ( Formatted: Font: 10 pt, Font color: Auto )

¥ IXM WEB

Advanced Options

C:\Program Files \ Invixium

9108

Install SQL Server

install

Install Certificates
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¥ IXM WEB X

Advanced Options

C:\Program Files (x86) \ Invixium m

9108

[v] Install SQL Server

Install

V] Install Certificates

« [Formatted: Font: Font color: Auto ]

Formatted: Heading 3, None, Space Before: 0 pt, After: 0
pt, Don't keep with next, Don't keep lines together

machine where the IXM WEB package will be extracted.

e Port Number: By default, the port number is “9108”. Users can change the port number that is
generally used to communicate between the WEB Server (Internet Information Services) and
IXM WEB.

e Install SQL Server: By default, this field is always selected. It means that IXM WEB will install
SQL Server 2014 Express Edition along with the IXM WEB application. Users can uncheck
this field if any other version of SQL Server will be used or if a different machine will be used as
a Database Server.
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o Install Certificates: By default, the IXM WEB installer installs all the necessary certificates that
are used in SSL communication. It also installs specific certificates used for communication
when configured through the cloud. Users can uncheck this field to prevent IXM WEB from
installing all the necessary certificates. Invixium does not recommend deselecting this field.

STEP 5 « [Formatted: Heading 3 Char, Font: Font color: Auto ]

Formatted: Heading 3, None, Space Before: 0 pt, After: 0
pt, Don't keep with next, Don't keep lines together

Once the user completes the changes, click Install. IXM WEB packages will continue to install
on the machine, and it will display the progress when any component is installed in the

background.
¥ IXM WEB %
Installation In Progress
(  ex ]
Cancel
Figure 5: IXM WEB Installation
STEP 6 « [Formatted: Font: Font color: Auto ]

Formatted: Heading 3, None, Space Before: 0 pt, After: 0 }

Once the installation process completes, the user can click Complete to finish. pt, Don't keep with next, Don't keep lines together
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v, IXM WEB

©

Complete

Advanced

License

i

News

Figure 6: IXM WEB Installation Completed
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STEP7, -

[Formatted: Font: Font color: Auto ]

The IXM WEB package will create a shortcut icon on the desktop after the process.

IXM WEB

Figure 7: IXM WEB Icon - Desktop Shortcut

STEP 8 «

Double click on the shortcut icon from the desktop to open IXM WEB in the default browser.
Users can also open a browser and run the IXM WEB application.,

Configuring IXM WEB Database

Windows v IXM-LT-03\IXMWEB v

Figure 8: IXM WEB Database Configuration

STEP9 -
IXM WEB will populate the default SQL Server name and SQL Server instance.
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STEP 10 « [Formatted: Font: Font color: Auto ]
" . . Formatted: Heading 3, None, Space Before: 0 pt, After: 0
If the user wants to configure a database that is installed on another machine, then select the pt, Don't keep with next, Don't keep lines together

‘SQL Server’ option from the Authentication field. By selecting the ‘SQL Server’ option, the

user will have to add credentials (SQL User Name and Password) to connect to the Database
Server machine.

Authe on SQL Server Name

SQL Server IXM-TS25\SQLEXPRESS

I r NEE 1tal
SQL Server v IXM-LT-03\SQL2019 v
admin| sessssssse
% Connect
Figure 9: SQL Database Configuration < [Formatted: Normal, Centered, Space Before: 6 pt ]

STEP 11
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If a user wants to use the same database instance on the same machine, then click connect to verify if
the connection is established with the SQL Instance.
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STEP 12

Enter a new Database name if there is no previously set up database available.

Configuring IXM WEB Database

Authentication SQL Server Name

‘ Windows v ‘ ‘ IXM-LT-03\5QL2019

Database Name

‘ IXMDB

Figure 10: IXM WEB Database Name

STEP 13

Click Next.
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IXM-QA20\IXMWEB

Confirm Email

http://localhost:9108

[Formatted: Font: 12 pt J

Figure 11: IXM WEB Administrator User Configuration

STER1L

Users can provide the necessary values to all the fields displayed under the ‘Create Account’
section.

STEP 1215
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The fields and their functions are mentioned below:
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Invixium ID: Users can add a username that will have all the rights to access any settings
within IXM WEB. This Invixium ID should have a minimum of 5 characters. This Invixium 1D
configuration will have administrator rights.

Password: The user can set a password. While typing the password, IXM WEB will also
display the strength of the entered value to determine how secure the password field is.
Confirm Password: Enter the password value once again. Users need to enter the same
password that they entered in the password field.

Email: Set an administrator email address, IXM WEB will use this email address in the future
in case the password needs to be reset, or to send any type of email notification.

Server URL: Users can set a Web URL or an IP Address on the machine where IXM WEB is
installed along with the port number. By default, the port number is 9108. Format:
http:/IP_IXMServer:9108

Cloud Port: If a user wants to configure the devices over WEB Cloud, then a specific port
number needs to be mentioned in the Cloud Port field. By default, the Cloud Port value is
1255.
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STEP 1316,

Formatted: Font: Font color: Auto

Once the user is done providing all the values, click Save.
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Configuring IXM WEB Database

Authentication

Windows

Databaso Namo

CREATE ACCOUNT
INVIOUM 1D

admin

Confirm Password

Sorvar URL

SQL Sorver Namo

XM-LT-03\5QL2019

Password e QEEEEEEET0

Emaoil

suppont@inviiumcom

httpy//192168.0129108

Figure 12; Save Database Configuration
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STEP 17
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Using the provided values, IXM WEB will create a database and, upon success, the user will be
redirected to the Login Page,,

pt, Don't keep with next, Don't keep lines together
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TRIAL License Expired. To Activate IXM WEB Go to Settings -> About IXM WEB -> Activate IXM WEB. Formatted: Font: 12 pt
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IXM WEB
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X

Login
Enter details below

N Enter INVIXIUM ID

B enterpassword

[ xeep me Signed In
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7. Configuring Email Settings usingUsing IXM WEB

Configuring Ematlemail settings is highly recommended as one of the first steps to perform after <« [Formatted: Line spacing: Multiple 1.15 li ]
installing the IXM WEB. Email configuration settings will help the admin-retrievieadminto retrieve

the password for IXM WEB in case it is forgotten. In addition, having email settings configured also

makes activation and license key requests easier.

Email Setting Configuration
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Select ¢

=

===

Enable “Status’Email Configuration’ and enter values for
and “Send email message frem-“from’ fields.

“‘SMTP Host>—,” ‘SMTP Per*Port’ =«

-

Email Configuration

Figure 15: IXM WEB - SMTP Settings

/O
@ Note: If Gmail/Yahoo/MSN etc. email servers are used for “SMTP Host”’, then “SMTP Login” and
~ “SMTP Password” values need to be provided. Also in this case, “Secure Connection” needs to be

set to either SSL or SSL/StartTLS.
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STEP 3 «
After entering the values, click Save to save the SMTP Settings on the IXM WEB database, -

Emall settings saved X

LTl S O g o Wt

Figure 16: IXM WEB - Save Email Settings
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Provide a valid email address. Click Send to send a test email.

% Email Configuration

Figure 18: IXM WEB - Enter Email ID
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Figure 19: IXM WEB - Forgot Password - [ Formatted: Space Before: 12 pt, Line spacing: 1.5 lines ]
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9.8. Software and Module Activation

IXM WEB Activation

Procedure, ( Formatted: Font: Italic )
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IXM WEB
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Login

Enter details bolow

Configuro Email English v
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Figure 20: IXM WEB - Enter Login Credentials

STER2 Formatted: Font: Font color: Auto )

Formatted: Heading 3, None, Space Before: 0 pt, After: 0
pt, Don't keep with next, Don't keep lines together

P/N XAD-TPI-003-06G



W

INVIXIUM

STEP 2

Select the, Settirgsteon-ontopright-ofpagelicense Tab and then elick-Aboutselect the IXM «

WEB-_module to request an activation key for IXM WEB.
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Figure 21: IXM WEB - License Setup
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Note: The Activation ID is in the email you received when registering. If online activation fails,
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check with your local IT department as the client may be blocked by your network.
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STEP 4

Once the system is activated, the Status will be displayed as Active.
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OnGuard by LenelS2 Module Activation

The option to request an OnGuard License is available under the License tab.
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About IXM WEB X

VERSION 3.0.20.0

IXM WEB Copyright © 2024 Invixium.
All rights reserved.
Invixium Terms of Service .

THIRD PARTY COMPONENTS

IXM WEB includes elements and components from Telerik's Kendo Ul Web. Copyright © 2024,
All rights reserved.

ANNUAL SUPPORT CONTRACT INFORMATION
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¥ IXM WEB Activation [ What's New
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SHEPS « [Formatted: Font: Font color: Auto ]
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You will receive an email from Invixium Support with a license key for the OnGuard Activation.

From: Invixium Support

Sent: Thursday, September 30, 2021 11:59 AM
To:

Subject: RE: IXM LINK Activation key request

Dear

Greetings! Thanks for connecting with Invixium Technical Services Team!

‘Your license details are given below:
+ Module: Lenel
« License Key:

To activate your XM Link license, follow these steps:

Open XM WEB and login

Go to Left Navigation Menu == Click LICENSE tab
Select the Lenel option

Enter the License Key given above and click Activate

hal

We appreciate your kind support & patience.

Best Regards,

nvixium Technical Services Team

Gontact U5 +1 844 INVIXIUM (468 4943) Email: supporti@invixium com
‘Work Hours: 12:00AM to 5:00PM (Eastern Time) Skype invixium_support

This email and any attachments may contain confidential and privileged information. If you have received this message in ermor, please notify us immediately and destroy
the material in its enfirety, whether electronic or hard copy. Also, please consider the environment before printing this email.

Figure 23: OnGuard License Key Email
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From: Invixium Support

Sent: Thursday, September 30, 2021 11:59 AM
To:

Subject: RE: IXM LINK Activation key request

Dear

Greetings! Thanks for connecting with Invixium Technical Services Team!

Your license details are given below:
« Module: Lenel
s License Key:

To activate your IXM Link license, follow these steps:

Open IXM WEB and login

Go to Left Navigation Menu == Click LICENSE tab
Select the Lenel option

Enter the License Key given above and click Activate

hal e

We appreciate your kind support & patience.

Best Regards,

nvixium Technical Services Team

Contact US: +1 844 INVIXIUM (463 4948) Email: supportgBinviium com
Work Hours: 12:00AM to 5-00PM (Eastern Time) Skype invixium_support

This email and any attachments may contain confidential and privileged information. If you have received this message in ermor, please notify us immediately and destroy
the material in itz enfirety, whether electronic or hard copy. Also, please consider the environment before printing this email
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24: IXM WEB - Activate LenelS2 Link License

RESULT

IXM WEB is now licensed for use with OnGuard and configuration can now begin.
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10-9.Configuring IXM Link for OnGuard by LenelS2-using-Event
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Figure 25: IXM WEB - Link Menu
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SHERZ

Toggle the Status switch to enable.,

OnGuard
sioms .
Event Subscription v hitps.//192.168.1.207:8080/api/access/onguard/openaccess/
web Event Bridge URI Map Access Level to User Groug
hitps:/1921681.207:8080/api/access/onguard/openaccess/eventbridge Ves
Auto Transfer mplayee Group C
No. - .

IXMLINK

PINNUM

Figure 26: IXM WEB - Enable OrGuardLene-S2 Link Module-Event-Subseription
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Yes v

Figure 27: IXM WEB - Map Access Level to User Group

STEP 7 - ( Formatted: Heading 3

Auto Transfer

No: Employees synchronized from OnGuard will not be automatically added to any of the
employee groups present in IXM WEB.

Figure 28: IXM WEB - Auto Transfer No

Yes: On selecting ‘Yes’ for Auto Transfer, the employee group selection dropdown enables
displaying all the employee groups present in IXM WEB. All the employees synchronized from
OnGuard will be automatically added to the employee group selected on the Link Configuration
Page.
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Auto Transfe Employee Group

Yes v AllEmployees A

Figure 29: IXM WEB - Auto Transfer Yes
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Select the Directory to which the API user belongs.
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Copy the custom field name created for ‘PIN Number’ (refer to Configure Custom PIN Field in
OnGuard)
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STEP 10 - [ Formatted: Heading 3

Click Apply.

After applying your changes, you should see items being updated on the screen below:

ACTIVITIES

Numbers in IXM WEB Times

2 3 Q 25 Jun, 2024 3:52 PM 25 Jun, 2024 3:53 PM

o )

Figure 30: IXM WEB - Sync Activities-AP-Mede

- Formatted: Font: Bold, Font color: Custom
a Color(RGB(79,129,189))
SEEP-11 [ Formatted: Indent: Left: 0 cm, Space Before: 0 pt
Clicking Sync Now immediately starts synchronizing pending data. This is useful when you do not
want to wait until the next scheduled run shown by “Next Run At”.
STEP 1112 - [Formatted: Heading 3

If the sync direction is selected as OnGuard to IXM WEB (One-way sync) then the Sync All button
will get displayed.

3 P/N XAD-TPI-003-066



W,

INVIXIUM

STEP 13

The, Sync All feature allows a re-sync of the database from OnGuard to IXM WEB. This will re-

[Formatted: Font: Not Bold, Font color: Auto

import missing cardholders or updated cardholders from OnGuard to IXM WEB. Also, it will delete

IXM WEB employee records according to cardholders available in OnGuard.

RESULT

When data is synchronizing at the given interval, the numbers in view will change accordingly.

A
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12.10. Create API System Users for Biometric Enroliment <[ Formatted: Tab stops: Not at 1.43 cm

Creating API System Users for Biometric Enrollment

Procedure

STEP 1 *’*{ Formatted: Heading 3

Log into IXM WEB.

On the top-right-of-defaulthome page, elick-orexpand the User-Menru—--Cliek-Users-Left
Navigation Pane = System. The application will redirect to the System Users window.
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Figure 31: IXM WEB - Create API User
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STEP 2
Click Add New API User.

Figure 32: IXM WEB - Greate-AR}Jser
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System

Figure 34- XM WEB-Add New API User
Creating an API user requires the following details:
e Invixium ID (User Fype-as-ARHD)
el
e Password
e Confirm Password
e Email address
e Status
e Permission for modules
STHER3 «

+—Userrights-of-enrelimentEnter the Invixium ID, and aceess+ule

Password for the
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STEP3
SeleetUserTFype-as, AP| from-dropdewn-listuser. /[ Formatted: Font: Bold, Font color: Custom ]

Color(RGB(79,129,189))

Profile > User Rights
User Type
API

Login ID Password Confirm Password

IXMAPI

Email

hvadavia@ixm.local Status

R /{ Formatted: Font: Not Italic )

STEP 4 <~ { Formatted: Heading 3 )

Add an email address.

‘ Apply for permission as “All” in the Enrollment & Employee Access Rule module.

Profile > User Rights

Module
| Enraliment

Employee Access Rule

e m

# System Users Formatted: Space After: 12 pt, Don't add space between
paragraphs of the same style, Line spacing: Multiple 1.15 li

Enroliment

Employee Access Rule

INVIXIUM ID

| Enroll

Password

Status

Save x Cancel
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New API User
STEP 5 < [Formatted: Font: (Default) Arial, Not Italic, Font color: Auto ]
. [Formatted: Heading 3
Click Save.

Systermn User saved X

P/N XAD-TPI-003-06G

. [ Formatted: Font: Font color: Accent 1

)




INVIXIUM

@ System Users

Sytem User saved

Figure 33: IXM WEB - Save API User
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43.11.  Configure Readers in OnGuard

The following settings are needed in System Administration for using the ‘Map Access Level to
User Group’ feature.

Procedure

STEP 1 «*—*{ Formatted: Heading 3

Open ‘System Administration’ > Click Access Control - Access Panels.

Access Panels...

Beaders and Deoors...
Alarm Panels...

Modems...

Timezones..
Access Levels...

Command Keypad Templates...

Aregas...

Groups..

Local I/0...

Global I/0...

EOL Resistor Configuration...
Destination Aszurance...

Selective Cardholder Download...

Elevator Dispatching...

Figure 34: OnGuard - Access Panel
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STEP 2 <~ { Formatted: Heading 3

Add a new panel as per your requirement from the following screen.

LNL-4420 INL-3300 LNL-2220 LNL-2210 NGP  LNL-2000 LNL-1000 LNL-500 HID  Other

=
Access Panel Waorkstation  Panel type

‘ [ Online

World time zone:

[ Daylight savings

I
- - [ Multiple Selection 0 of 0 zelected
< TTTTTTTTT———

i Access Panels |

Figure 35: OnGuard - Add Access Panel
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STEP 3 < [ Formatted: Heading 3

Click Access Control - Readers and Doors.

Access Panels...
Readers and Doors...
Alarm Panels...

[E=] Authorized O

Groups...
Departmen Local /Q...
Global I/O...
Division EOL Resistor Configuration...
Destination Assurance...

Selective Cardholder Download...

Location:

Building: Elevator Dispatching...

Figure 36: OnGuard - Readers and Doors

STEP 4 +/{ Formatted: Heading 3

Click on the Add button.

AccessPanel Resder Type Fesder Output Pore  Addvess  ReaderMumber OSOP Address

< I
Gererd Groupng  Setings Corbuls Aux Outgnts  ArkiPassback | Command Programming | Notes
Held Open Tine: | Cord ot Tpe

Erced Dpere
Time
Exencd Shike:

#For 0 [

Addesa [0
PReader rumber [0 |5

I
v, I | svcom chae

Srikes

Eevator
Bometic Veddy Track Fioers
D Mot Actrvane Sk or REX

Cipher

e s | o -

e | I
N Mo Uisar Commands
e i
R =

10 Readers and Doors |
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Figure 37: OnGuard - Add New Reader

STEP 5 “ [Formatted: Heading 3

Enter the following details:

Name: The name of the reader should be the same as the name of the Invixium device present
in IXM WEB, which will automatically add the Invixium device to the device group synced from
OnGuard when the ‘Map Access Level To User Group’ setting is enabled.

Panel: Select any of the existing OnGuard panels from the Panel dropdown.

Enter other mandatory details and Click OK.
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Access Panel  Reader Type Reader Output Port  Address Reader Number OSDP Address

< I

General Grouping  Seltings  Controls  Aux Outputs  Anti-Passback  Command Programming  Notes
] Card Format Trpe

B Magnetic Format  Magnetic
[ Wiegand (64) Wiegand
| [ Wiegand (72) Wiegand
B Wicgand Format  Wiegand

=l

|
Addess 0 D
0DP
IP Port: D Baud rate: Address:
Rk 0 (2 [ o o
[ Secure channel
Strke:
e
[ Track Floors

[J Do Net Activate Stike on REX

Keypad Paired Reader
= gl
[ Alow User Commands.

O Allow Intrusion Commands

Add Mode

&l Readers and Doors

Figure 38: OnGuard - Reader Configuration

Note: Facility Code of the Card Format should be zero during Card Format configuration.

‘ard Forist Card Fomat  Custom Encoding

o 1 e

ESBioscrypt (MIFARE)

Badge Dffset Number:

Total Number of Bits On Card:

‘Starting Bit: Number of Bits:

Number of Even Paiity Bits:

MNumber of Odd Parity Bis:
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Figure 39: OnGuard — Facility Code

STEP 6 “ [Formatted: Heading 3

Click Access Control = Access Levels.
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Access Panels...
Readers and Doors...

Alarm Panels...

Groups...

Local I/Q...

Global I/0...

EOQL Resistor Configuration...
Destination Assurance...
Selective Cardholder Download...

Elevator Dispatching...

Figure 40: OnGuard - Access Level
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STEP 7 < [ Formatted: Heading 3

Click on the Add button.

Access Levels  EHlevator Control  Access Groups  Permission Profiles

Access Level

Figure 41: OnGuard - Add New Access Level
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+*’*{ Formatted: Heading 3
Access Level.

Define the Name of Access Level in the ‘Name’ field - Select ‘Reader’ and ‘Timezone’ - Add to

Access Levels  Hevator Control  Access Groups  Permission Profiles

I Name: |4l Readers

Access  User Commands

Readers to assign

Readers

El.. AccessPa
@XM Titan

No  LNL Panel

Timezone/Elevator Ctrl  Acces:

< I

Timezone to assign

ey
Timezones

[Always Sort by: Tlmaone;h
mtlwer

< I
[0k ] concel | | cCear || Hem

|| ShowSimilar

Add Mode

Figure 42: OnGuard - Add Reader to Access Level
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‘ STEP 9

Click OK.

+’*{ Formatted: Heading 3

Access Levels | Hevator Control  Access Groups = Pemission Profiles.

Name: |All Readers.

Access  User Commands.

Readers to assign:
Readers El. AccessPal
@01XM Titan

Readers
No  LNL Panel

[EIB 1M Titan

Timezone/Elevator Cirl  Access Panel  Elevator  Area
Always

LNLPanel  No

<
Timezone to assign:
Timezones
Always
A Never

<

Add Mods

Figure 43: OnGuard - Access Level Configuration
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RESULT -« { Formatted: Heading 3

An Access Level will be created and the reader will be assigned to the Access Level.

Access Levels | Elevator Control  Access Groups  Pemission Profies

Access Level Name: Al Readers
|t Readers

Access  User Commands

Readers Timezone/Elevator Ctrl A
B0M Titan Always ul

Figure 44: OnGuard - New Access Level
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45.12.  -Add and Configure Invixium Readers

Adding Invixium Readers in the IXM WEB application

Note: Only Invixium devices with the ‘Lenel OnGuard’ category can be registered in IXM WEB.

Procedure

STEP 1

CliekFrom Home, click the Devices tab.,

v 3 xmwez X +

& Cc @ localhost:9108/Home#device

Employees

€ C iocalhost

IXM WEB

e

Figure 45: IXM WEB - Devices Tab
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STEP 2, -

Select the Add-New Device button on the right-hand side of the page. Then select the Ethernet
Discovery option and add the reader’s IP in the start IP section. Click on Search to find the
device.

Discovery options

Auto Discover Ethernet Serial

SELECT DEVICE TO REGISTER [DISCOVERED DEVICES : 1]

i 1921681123 7C:88:2299:441

fta

ie

fa

Teamazis TgsDEmDOAr o
ety
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Figure 46: IXM WEB - Search Device using IP Address
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STEP 3 < ( Formatted: Heading 3

Once the device is found, click on it. Enter the following details:

e Device Name: The name of the device in IXM WEB should be exactly the same as the
name of the ‘Reader’ defined in ‘System Administration’. This will automatically add the
device to the device group in IXM WEB based on Access Level mapping in ‘System
Administration’.

e Device Group: Create a ‘Default’ device group and select it.

e Device Mode: Select device mode as ‘Entry’, ‘Exit’, or ‘Both’ (Based on requirement).
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[Z) Add Now Device

GENERAL INFORMATION
Hame Device ID

TS TITAN FPUS - EKIT 0

NETWORK INFORMATION
1P Address

DHCP 821682145

Device Information
Device Name Model Name
Titan TITAN FPUZ

Transaction capacity User Capacity (|
1,000,000 100,000

Network Information
Comm Mode 1P Mode
Ethernet DHCP

Gateway MAC ID
19216811 7C88:22:99:44T)

© ciscover

@ Register ... 3 Summary

Device Group Dovice Mode

Titem(s) selected * Both

Subnet Mask Gateway

25525528550 19218821

**—*{ Formatted: Heading 3

Device Registered

Serial Number Firmware Version
8822994411 02.007.005.000

User Capacity (1)
500,000

1P Address Subnet Mask
1921681123 255.255.255.0

DNS
8888

- Sitine

Color(RGB(35,31,32))

Figure 47: IXM WEB - Register Device-Registration-Complete, /[ Formatted: Font: Not Italic, Font color: Custom

<——( Formatted: Line spacing: Multiple 1.08 li
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STEP4 - ( Formatted: Heading 3

Click Register.
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Figure 48: IXM WEB - Device Registration Complete

10174

Go to Pashboard, and confirm that the Device Status, chart indicates that the reader is

</

online (i.e-., hovering will tell you how many devices are online). ,
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Figure 49: IXM WEB - Dashboard, Device Status
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use this feature.

Procedure,

46:13.  Adding Invixium Device to a Device Group

@ Note: Turn OFF the ‘Map Access Level To User Group’ setting from the Link Configuration page to

STEP 1

METHODB-1-Go to Devices > elick-on-Manage Device Group-—Groups.

Add the device by-clicking-vertical-ellipses-butten-offrom the Right Side panel to the respective

Device Group—-click-on-Add-Device—>-Search-for-device-—>-click-Add-button,

[ Formatted:

Font: Not Italic

[ Formatted:

Heading 3

[ Formatted:

Font: Font color: Accent 1

[ Formatted:

Font: Not Bold, Font color: Auto

DeviceMame/|P/SerialNumber

i = MAIN DOOR ENTRANCE

Serial Number

b3d587dbfe

1P Addres:

192.168.3.25

Firmware Versio:

02.007.006.000

METHOD 2:-Go-to-Devices—>click-on-Manage Device Group-Click-on-Device-Group-Name—>
click-on-Add-Device-button—Search-for device—>-click-Add-button:
METHOD-3-0On-Devicelistpage—chek-on-vertical-ellipses-button-ol-device- > -click-on-Add-to
Group-—>-Search-and select required-group-name —>-Click-Add-
METHOD-4:-On-Device list page-select-single-ormultiple-device(s)-—>-click-on-Add-to-Group-icon
visible-next-to-search-box-—>-Search-and-select required-group-name —>-Click-Add-

Delete

Reboot

Factory Defaults

Broadcast

Manual Upgrade
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Groupt LE 1st Floor
e
8 2 l
Figure 50: IXM WEB - Assign Device Group < Formatted: Left, Tab stops: 4.55 cm, Left + 8.79 cm,
Centered
“« Formatted: Font: 11 pt, Italic, Font color: Custom
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[ Formatted: Space Before: 0 pt, After: 0 pt
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‘ Assign Wiegand to Invixium Readers

@ Note: Face and finger will always give a Wiegand output based on the initial card that was synced

from OnGuardLenelS2 to Invixium.

The Standard 26 Bit Wiegand will be used to define which output format will be sent to OnGuard.

STEP 1

A

STEP 2

License

From Home - click the Devices tab. Select any device.

Navigate to the Access Control tab.

Devices Employees Convert

L] Devices

Overview Employees Communication Notification Security

Device Information

Transactions Authentication types
AO48499655 » 2 Face Recognition, Fingerprint

Face License Face Algo Version

Active 310

¥ IXM WEB

Dashboord

’ e | l fedbaos3s

Figure 51: IXM WEB -— Navigate to Access Control Tab,
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STEP 3

/( Formatted: Font: Italic, Font color: Auto

A

Scroll down and click on Wiegand Output and toggle the switch on the top right-hand side { Formatted: Font: Arial

to enable Wiegand Output for the device. , \(Formatted: Font: Arial, Font color: Accent 1

Formatted: Font: Arial

Formatted: Font color: Auto
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Events
1D Type
Wiegand Employee 1D
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Varification Standard 26 bit
Format D Value
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Format 1D Value Interval (sec)
Device ID &0

Employes nat found
Format

Standard 28 bit

Format
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[ wiegand output

evenrs
©Type Durcss
wiegand | Actual Card ‘ None
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Success Fail
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Figure 52: IXM WEB - Wiegand Output

ID types for Wiegand output are as follows:

1. Employee ID
2. Default Card
3. Actual Card

By default, Employee ID is selected in Wiegand Event.

As the Employee ID field is not available in OnGuard, select either Default Card or Actual Card.

Actual Card: when more than one card is assigned to the cardholder; and you want to generate

Wiegand output data for the same card which is presented on Invixium Device.

Default Card: It will generate Wiegand output data for the default card marked in IXM WEB.

Note: For fingerprint and face access, default card Wiegand output data will be generated.

STEP 4

Set the items:

Click Apply.,

Wiegand

Identification

Verification

Actual Card
26 - bit
26 - bit

“« [Formatted: Heading 3

< [Formatted: Heading 3

[Formatted: Font: Not Italic

[Formatted: Font color: Accent 1

Output Wiegand saved X

@ Wwiegand

Qutput Wiegand saved

[Formatted: Font: Not Bold, Font color: Auto
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Figure 53: IXM WEB - Save Output Wiegand, “ [Formatted: Font: 10 pt, Not Italic, Font color: Text 2

RESULT [ Formatted: Space Before: 0 pt, After: 0 pt

The Wiegand Output settings of the device selected are now updated.

Ay

@ Note:

¢ If you have more devices, follow the next steps to copy all Wiegand settings to all devices
simultaneously. Note: This copies all Wiegand output settings. See Appendix for more
information.

e If the cardholder was assigned multiple cards, the first assigned card will be the ‘default’

selected card. The details of the card will be sent as the Wiegand bits input to OnGuard
Panel.
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Configuring Panel Feedback with Lenel
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STEP 4 “ Formatted: Heading 3

By default, Panel Feedback is turned OFF. Toggle the Panel Feedback switch on the top right- Formatted: Font: Font color: Accent 1

One LED. Formatted: Font: Font color: Accent 1

hand side to the ON position, and then enable LED Control by the panel and set the LED Mode to ( Formatted: Font: Font color: Accent 1
[ Formatted: Font: Font color: Accent 1

[F3 Panel Feedback ® -

% LED Control By Pans!

Enable Pulse Procsssing

One LED v 3000

VISTOR

(5 Panel Feedback ® -~

B LED Control By Panel One LED - 3000 :

Enable Pulse Pracessing ac

2 RESET
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Figure 55: IXM WEB - Configuring Panel Feedback in IXM WE

B
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Configuring Thermal Settings

Note: Confirm if your device is capable of temperature screening first.

AProcedureA Formatted: Font: Font color: Auto
Formatted: Font: Italic, Font color: Auto
-
‘STEP 1 Formatted: Font: Font color: Auto

Click the Devices, tab > Select Device, = Select Thermal Settings, > Thermal
Authentication Settings, to view default settings.

PrT T —— DevieE conpcuRANON

MESSACES

TITAN FPUS Cusiar M E Second Trial on EST
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| TITANEK | = Onlino # Edit

336 Face Recognition, Fingerprint Enterprisc Access Ethernot

< Thermail Settings

Thermal Authentication Settings ~

DEVICE CONFIGURATION

100.4 Hig! Strict

Capturc Ima Duress Status HE show

E Temperature Logging Send W ng

perature on LCD

Thermal on VolP Cal
VISITOR SCREENING

Enabi

tor Screening

MESSAGES

High Temperature 3 Second Trial on EB

>

Figure 57: IXM WEB - Thermal Settings

STEP 2

The list of settings along with their functions are:

e Temperature Unit: IXM WEB supports Celsius and Fahrenheit temperature units. By
default, the selected eptionchoice will be Fahrenheit.

e Threshold Temperature: Users can set a threshold temperature. Elevated Body
Temperature (EBT) workflows will trigger when any userwhese
temperatureuser'stemperature is above the threshold value. The default threshold
temperature is 100.4 degrees Fahrenheit.

A
e Sensitivity: Users can set Thermal Sensitivity to low or high.
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Authentication Mode: Fhe-userUsers will have two options for the Medemode of <
authentication, Soft /StrietthisorStrict. This mode of authentication is used to control the
access of the user if a fever is detected. The default mode of authentication is Strict.

o Soft: Access will be granted to the Erdend-user even after thea fever is detected. -«

o Strict: Access will be denied if the fever is detected.

Send Wiegand: This setting will be visible only if the user selects the “Strict” Authentication <
Mode. Enabling this setting will generate Wiegand whenever “High Face Temperature” is

detected in the authentication process.

Capture Image on EBT: Enable this setting to capture the image of the user if EBT is “
detected. By default, this setting will remain disabled. The same image will be used for

sending email notifications from IXM WEB.

Duress Status: Enabling this setting will allow access to the user even after detecting EBT <«
if the user authenticates using their pre-programmed duress finger. The default setting is

disabled.

Show Temperature on LCD: By enabling this setting, TITAN will display the screened “

temperature upon authentication. By default, this setting is disabled.

Display Message on EBT: Users can set a message to display after detecting EBT. Users <«

can set a message up to a maximum of 50 characters.

EBT Display Message Time (sec): Users can configure the length of time that the EBT «

message stays on the screen. The default time is 3 seconds.

Second Trial on EBT: By-enablingEnabling this setting;_gives users wil-get-a notification to <
retry after EBT detection. If this setting is enabled, the Display Message for Second Trial,
Second Trial Wait Time after EBT (mins), and Display Message Time After Second Trial

(sec) fields will be visible.

Display Message for Second Trial: Users can set a message to display after the second <«

trial if EBT is detected. This message can be a maximum of 50 characters.

<

Second Trial Display Message Time (sec): Users can configure the length of time that the «

second trial message stays on the screen. The default time is 3 seconds.
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e Enable Visitor Screening: Enable this setting to start screening temperatures for visitors. <
By default, this field remainsstays disabled.

e Visitor Screening Message: Users can set a message that will be displayed when a visitor <
is showing their face. MaximumA maximum of 50 characters_is allowed.

e Visitor Screening Message on EBT: Users can set a message that will be displayed when <
thea visitor has an EBT. Maximum 50 characters allowed.

o Visitor Message Display Time (sec): Users can configure the length of time that the visitor <
screening message stays on the screen. The default time is 3 seconds.

e Thermal on VolP Call: Enable this setting to start screening temperatures for a user when a<
VolP call is going on. By default, this field remainsstays disabled.

e Temperature Logging: This setting keeps legginglogsof detected temperature in the -
Transaction Log. By default, this field remainsstays enabled. Users can disable this feature
using IXM WEB only. Enable/Disable this setting is not available iron the LCD,,

STEP 3 ~

Once all the settings have been configured, click Apply, then click OK,

o Thermal Authentication Settings

Thermal Authentication settings saved

Figure 58: IXM WEB - Save Thermal Settings,
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Figure 59: IXM WEB - Thermal Calibration Settings, [Formatted: Font: 12 pt, Font color: Text 2 ]

STEP 2 « [Formatted: Heading 3 ]

The settings along with their functions are:
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Manual
Face
Black Body

A

Invixium supports only Manual Thermal Calibration and does not recommend the user to select
any other option.

e Offset X (Thermal Section): Users can set the value for the offset X coordinate of the TIR <
camera.

e Offset Y (Thermal Section): Users can set the value for the offset Y coordinate of the TIR «
camera.

e Offset X (Optical Section): Users can set the value for the offset X coordinate of the <
TITAN camera.

e Offset Y (Optical Section): Users can set the value for the offset Y coordinate of the “
TITAN camera.

A

STEP 3,

Once all the settings have been configured, click Apply, then click OK.
Thermal Calibration settings saved = X%

o Thermal Calibration

Thermal Calibration settings saved

Figure 60: IXM WEB - Save Thermal Calibration Settings
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To provide-the, Thermal Data to the Invixium Technical Services team using IXM WEB, the Formatted: Font: Arial
user needs to click Capture Thermal Data, It will open the popup window and ask the Formatted: Font: Arial
user to show their face 3 times. , Formatted: Normal (Web)

Formatted: Font: (Default) Arial, Font color: Accent 1
Formatted: Font: Arial

Show Face to Device

o

o 0 U JC L )

Formatted: Check spelling and grammar
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Figure 61: IXM WEB - Capture Thermal Data <—~[ Formatted: Space Before: 12 pt, After: 6 pt, Line spacing: ]
1.5 lines
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STEP 4

Once the face is captured 3 times, it will ask the user to save the “.zip” file.

o [
1 & cut
W Copy path
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¢ X =f

4 ¥ > ThisPC > Local Disk(C) > Users > ysompura > Downloads

1 Log
ROC3.0

f Invixium Inc

IXM QAs - FDDs
@ OneDrive - Invixium Inc

[ This PC

i 30 Objects

I Desktop

[£ Documents
Downloads
Music
Pictures

Videos

FENY

Local Disk ()
= Local Disk (E)
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€ savens *
' &« v 4 am > This.. » NewVolume (D:) v [V] O Search New Velume (D:)
Organize = MNew folder cEEE g e
& v B This PC 2 Marne . Date modified Type
“J 20 Objects Adani 09-05-2019 12:44 PM File f
15 Thel [ Desktap FWU_Files 23-03 6 PM File f
[ Iﬁ Documents Invixium 29-10-2018 03:25 PM File f
N IXMRepo-Software 26-04- 5PM File f
Thel ; Downloads - - y
IXMWeb_Certificates 0 21218 PM File f
al & Music office party pics 0 11:25 AM File f
=] Pictures QA Work 0 4P File f
Manual
{8 Videos Sapan File f
#a Local Disk () Sapan - Desktop D Drive Folder File f
[HERMATpu = NewVolume (0, Sanan - Deskton Nownloads Folder Fnl;f e
i
o File name: || Thermal Capture_b3d587d0éb_20200703170606.zip | o
Save astype: | WinRAR ZIP archive (*.zip) ~
APP|
A~ Hide Folders Cancel
Figure 62: IXM WEB - Save Captured Thermal Data
« [Formatted: Left, Indent: Left: 0 cm, Space Before: 0 pt ]
STEP 5 - [Formatted: Heading 3 ]
Click Save to store the zip file, then send this file to support@invixium.com. Invixium’s Technical [Formatted: Font: Font color: Accent 1 ]
Services team will process this file and respond to the user with calibrated values for “X” & “Y” [Formatted= Hyperlink, Font: No underline, Font color: Auto ]
coordinates for the TIR camera and HFANTITAN'’s camera.
o
JIg
=N . . .
Note: TITAN and the Enhancement kit are factory calibrated when purchased as a-bundle kit. If < ( Formatted: Body Text )
thermal offset and optical offset values are 0, theythen it will capture thermal data.
. . Formatted: Font: Not Bold, Font color: Auto, Check spelling
and grammar
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spelling and grammar
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Test Calibration Options
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Figure 63: IXM WEB - Test Thermal Calibration

D

ﬁ Note: Square box position should be in the center and cover the tear duct area (Eye Inner “ [ Formatted: Body Text

Canthus).
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Change Temperature Unit Settings

STEP 1

.To change the Temperature Unit from CelsiusCelcius to Fahrenheit and vice-versa, click

[

Formatted:

Heading 3

Formatted:

Font: Arial, Check spelling and grammar

GeneralTools = Options, > Femperature-Unit—Manage Preferences,

EMPLOYEE

Save Fingerprint Image
Certificate for IXM WEB

ixmaveb v
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Temperature Unit

Celsius ) Fahrenheit

Colsus

Application Configuration Data Adapter Data Export Options

Smart Card Settings

Certificate for IXM WEB Cloud

ixm.device

DATE FORMAT

Format
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Figure 64: IXM WEB - Option to Shangechange Temperature Ynitunit.
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STEP 2
Click Save.

Note: The Temperature Test failure event in OnGuard Alarm Monitoring will show the Temperature
Value as per the Temperature Unit selection.

Formatted: Font: 13 pt, Bold

Formatted: Left, Indent: Left: 0.63 cm, Don't keep with

£ Manage Preferences

“uv

TEMPERATURE UNIT DATE FORMAT
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% Cancel

P/N XAD-TPI-003-06G



Y

INVIXIUM

Figure 65: IXM WEB - Save Temperature Unit Setting
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Configuring Mask Authentication Settings
STEP 1 «

Click the Devices, tab & Select Device, = Select General Settings, > Mask

[ Formatted:

Heading 3

Formatted:

Font:

Arial

Authentication Settings, to view default settings.
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DevicoID:0
I TS TITAN THERMAL FV = Online # Edit
| )

Tronsactions Authentication types Device Category Comm Mode
Face Recognition, Finger Vein Enterprisc Accoss Ethernct

Overview  Empl Sccurity AccessControl  General Settings  Time & Attendance  Smart Card — Thermal Settings

[ Video Surveillance
) Mask Authentication Settings

CONFIGURATION
Authentication Mode

Strict

[[] puress status [[] capture Image if Mask Missing Log Mask Detection Data [[] send Wiegand

Missing Mosk Waming Message Missing Mask Messoge Timeout (sec)

Mask Not Detected 3

FULL FACE AUTHENTICATION

[[] Enable Full Face Identification

VISITOR SCREENING

[[] Enabie Visitor Scroening

B APPLY < RESET

Figure 66: IXM WEB - Mask Authentication Settings
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STEP 2, 3

The list of settings is;,

Authentication Mode: There are two options for the mode of authentication used to <
control the access workflow if a mask is not detected. The default mode of authentication is
strict.

o Soft: Access will be granted to the user even if a mask is not detected. b

o Strict: Access will be denied if a mask is not detected. b

Duress Status: Enabling this setting would allow access to the user if a mask wasis not <
detected if the user authenticates using their pre-programmed duress finger. The default
setting is disabled.

Capture Image if Mask Missing: Enable this setting to capture an image of the userifa =«
mask is not detected. By default, this setting is disabled. The same image will be used for
sending email notifications from IXM WEB.

Log Mask Detection Data: This setting trackiracks mask detection in the transaction log. <
By default, this setting is enabled. You can disable this feature using IXM WEB only, not on
the device’s LCD.

Send Wiegand: This setting will be visible only in “Strict” authentication mode. Enabling <
this setting will generate Wiegand whenever a mask is not detected in the authentication
process.

Missing Mask Warning Message: Set a message to display after a mask is not detected. <«
The message can be up to 50 characters.

Missing Mask Warning Message Timeout (sec): Configure the length of time that the <
mask is not detected message stays on the screen. The default time is 3 seconds.

Enable Full Face Identification: Invixium Periocular algorithms can achieve accurate ~
identification using only the eye and eyebrow regions of the face. Full face identification is
used to get more accuracy in authentication and capture a user’s face without a mask in

the image log. By default, this setting is disabled.
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e Remove Mask Display Message: Set a message to display after a mask is detected when+
Full Face Identification is enabled. Messages can be up to 50 characters.

-

e Remove Mask Display Message Time (sec): Configure the length of time that the mask is<
detected message stays on the screen. The default time is 3 seconds.

e Enable Visitor Screening: Enable this setting to start screening visitors for masks. By “
default, this field is disabled.

e Visitor Screening Message: Set a message that will be displayed when a visitor is ~
showing their face. Messages can be up to 50 characters.

e Visitor Mask Missing Warning Message: Set a message that will be displayed whena <
visitor is screened without a mask. Messages can be up to 50 characters.

<

e Visitor Message Display Time(sec): Configure the length of time that the visitor screening«
message stays on the screen. The default time is 3 seconds.

A

STEP 3, -

Once all the settings have been configured, click Apply, then click OK.,

Formatted: List Paragraph, Space Before: 0 pt, Add space
between paragraphs of the same style

|

Formatted: List Paragraph, Left, Space Before: 0 pt, Add
space between paragraphs of the same style

|

Formatted: List Paragraph, Space Before: 0 pt, Add space
between paragraphs of the same style

|

Formatted: List Paragraph, Indent: Left: 0 cm, Space
Before: 0 pt, Add space between paragraphs of the same
style, Line spacing: single

Formatted: List Paragraph, Space Before: 0 pt, Add space
between paragraphs of the same style

|

Formatted: List Paragraph, Indent: Left: 0 cm, Space
Before: 0 pt, Add space between paragraphs of the same
style, Line spacing: single

Formatted: List Paragraph, Space Before: 0 pt, Add space
between paragraphs of the same style

|

Formatted: List Paragraph, Indent: Left: 0 cm, Space
Before: 0 pt, Add space between paragraphs of the same
style, Line spacing: single

Formatted: List Paragraph, Space Before: 0 pt, Add space
between paragraphs of the same style

|

Formatted: List Paragraph, Indent: Left: 0 cm, Space
Before: 0 pt, Add space between paragraphs of the same
style, Line spacing: single

Formatted: List Paragraph, Space Before: 0 pt, Add space
between paragraphs of the same style

[Formatted: Font: 11 pt, Not Bold

Mask Authentication settings saved = X

o Mask Authentication Settings

Mask Authentication settings saved

Figure 67: IXM WEB - Save Mask Settings
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Pre-Configuration for Enrollment

Procedure

STEP 1 *7,,{ Formatted: Heading 3

From the Left Navigation Pane = Link > click the red OnGuard (Lenel-S2) icon ->Click
Download Add-on

OnGuard
ewas  Control Panel

Mode WEB API URL User Password

Event Subscription v hups/n92168).

IXMLINK
Web Event Bridge URL Map Access Level to User Group

https:/192168.1

Yes
Auto Transfer Employee Group Directory PIN Custom Field Name

No v | Selectvalue v <nternal> v PINNUM

-

ACTIVITIES

Numbers in IXM WEB

777

2913
Added

Events

@ Download Add-on

Figure 68: IXM WEB - Download Enrollment Add-On

OnGuard Add-On.zip file will be downloaded at the default download location (i.e.,
C:\Users\Downloads)

4 &> ThisPC > Local Disk () » Users > epandya > Downloads

Name Date modfied Trpe
& Quick access

I Desktop + ey (D)

& Downloads ~ # | OnGuard Add-On 30-12-2021 18:21 Compressed (zipp...
Documents  # * Yesterday (5)

Figure 69: IXM WEB - Download Add-On Zip File
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‘ STEP 2 < ( Formatted: Heading 3

Extract the OnGuard Add-On.

STEP 3 « [Formatted: Font: Font color: Auto

[ Formatted: Heading 3

Click on the extracted OnGuard Add-On folder - Copy the path of the Enroliment.exe file.

o » ThisPC > Local Disk (C:) > Users » epandya > Downloads > OnGuard Add-On

Name Date madified Type Size
cess
% Enroliment 30-12-202118:28 Application 329ﬂ
[ " S Temeres 30122021 1828 KWL Configuration Fle G
4 [ NewtonsoftJson.dil 30-12-2021 18:28 Application extension 684 KB
ents A [d] starRatingControl.dil 30-12-2021 18:28 Application extension 20KB
*
cuments
Figure 70: IXM WEB - OnGuard Add-On Enroliment.exe
STEP 4 < [Formatted: Heading 3

Open System Administration - Click Administration - Workstations.
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Cardholders...
Visits...
MAscets...

Reports...

Card Formats...

Badge Types...

Directories...

Users...

Workstations...

System Options...
Cardholder Options..

FIPS 201 Credentials...
Segments...

List Builder...

DataCondulT Message Queues...
Text Library...

Figure 71: OnGuard - Workstation

STEP 5 - {Formatted: Heading 3

Click Modify for the existing Workstation.

Name: |IXM-QAM

Activity Printer  CCTV Cortroller  Video Capture Device  Partner Connector

[ Has device

S

| add || dod || Delte | | Hep. | 101 selected
e——

sdd || Modfy || Delte | | Hep. | 1 af 1 selected

= Workstations
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Figure 72: OnGuard - Modify Workstation
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STER S <~ { Formatted: Heading 3

Click Partner Connector.

[« Formatted: Don't add space between paragraphs of the
same style, Line spacing: Multiple 1.08 li

Workstations Encoders/Scanners

Workstation Name: IXM-QADE

Activity Printer  CCTV Controller \hdeuCa)hreDevice

Buiton Display Label:

Application Path

<

Application Parameters:

[ok ] | cancel | | Clear | Heb. Modiy Made
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STEP 6 +*’*{ Formatted: Heading 3

Workstations Encoders/Scanners

Workstation | |

Activity Printer  CCTV Controller \hdeuCa)hreDevice

Buiton Display Label:

Application Path

<

Application Parameters:

<——( Formatted: Indent: Left: 0.63 cm

T

[ok ] | cancel | | Clear | Heb. Modiy Made

Figure76: OnGuard - Partner Connector
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‘ STEP 7 < ( Formatted: Heading 3
Enter the Following Details:
e Button Display Label: Define the enroliment addon button name.

e Application Path: Paste the file path of Enroliment.exe.

e Application Parameters: Click on the dropdown - Find ‘EMP.ID’ in the list and select >
Click on Add UDF button.

Workstations Badge ID ~ =
I@l Badge Last Changed E@
Workstations | Encoders/Scanners Badze Tipe

Building

Waorkstation Name: [é:yrdhu\dar D Browse

&5 1XM-0A04 Deactivate Date

Activit| Department ice Partner Connector
Division

BUtd E-mal

i XEnSIon
Ai First Name

C:\l|Floor xe
Issue Code

IXMPIN

L—|Last Name

pif Last Printed

— Location

Middle Name

Office Phone

Person Record Last Changed

Phone

Prints

State

Title

Use Limit

L|Zip Code v

EMP.ID v ‘add UDF |

Cancel Clear Help.. Muodify Mode Close

&

B Workstations |

Figure 74: OnGuard - Add UDF
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“« [ Formatted: Heading 3 ]

[ Formatted: Font color: Custom Color(RGB(63,63,63)) ]
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STEP S +’*{ Formatted: Heading 3

Formatted: Font: Not Bold, Font color: Custom
) Color(RGB(35,31,32))

Workstations Encoders/Scanners

Workstation Name: IXM-QAD | |

Activity Printer CCTV Controller  Video Capture Device  Partner Connector
Button Display Label:
[Ervol
Application Path:

C:\Users\Downloads\OnGuard Add-On‘\Enrollment exe

£

Application Parameters:
{EMPIDHY

|| naauor

[Tok ]| concel | | Cear | [ Hep. | Madiy Mode

Figure 75: OnGuard - Add Partner Connector
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RESULT “

{Formatted: Heading 3

Once the configuration is saved the ‘Enroll’ button will be displayed on the cardholder window.

Cardholder =] Badge [ Access Levels BE] Authorized Credential [0 Intusion User [ Device Dwner @) Biometrics  Beb Visits 3 Direr

Last name: First rame: Middle name:
| Dos | |John

Cardholder 1D Badge type:
| | |Employae Badge

Address:
| Title:

City Department

State Zip code: Division:

| ||
Phone: Birth date: Laeation:

E-mail Building: Floor:

Record last changed: Office phone:; Extension:
|12/31 72021 10:22:23 8M

Madify || Delete

Figure 76: OnGuard - Enroll Button
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17:14.  -Enrollment from LenelS2 System Administration

When you launch the enrollment application for the first time, it will ask for your API user
credentials to perform enroliment.

Procedure

‘ STEP 1 « [Formatted: Heading 3

Add a new cardholder or select an existing cardholder and click on the ‘Enroll’ button.

€E Cardholders =N ==

€3 Cadhoder [ Badge [ AcoessLevels (2] Authorized Credentisl [ Intusion User B Device Dvner | (@) Biometios ke Vists € Diresto

Last name: First name: Middle name:
Doe John
ardholder 101 Badge [hpe:

Employes Badae

Addhess: ]

‘ Tile:

City: Department:

Stale Zip code: Division

Phane Bith date Lasatior: 3
.

E-mai Building: Floor: .

Fiesord last changed Offce phone: Estension i

12/31/2021 10:22:23 M r

Search Add Muodify Delete Print Encode

€
£ Cardholders

Figure 77: OnGuard - Click Enroll
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STEP 2 “
‘Server Configuration” window will appear - Enter the following details:
e |XM WEB API: IXM WEB server URL.
If the IP address of the IXM WEB server is 192.168.1.100, then specify the Server
URL as the following:
http://192.168.1.100:9108/IXMAPI/1.0

e Username: Username of IXM WEB API system user. Refer to Creating API System
User for API user creation in IXM WEB.
e Password: Password of IXM WEB API system user.

Click OK.

Server Configuration n

IXM Web API* [http://192.168.1.100:9108/1XMAPL/1.0] |

User Name * |enro|| | [ Plea=se set user name to connect LM Web AP

Password * | """"" | { Fleas

Language | ~ |

Figure 78: OnGuard - Enrollment Add-on Configuration
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Biometric Enrollment from the OnGuard Enroliment Add-On

STEP 1 « [Formatted: Heading 3

Click ‘Open Capture’ - Select Fingerprint = Select Invixium device from Device dropdown
(Device dropdown will display all fingerprint-supported Invixium devices present in IXM WEB).

Follow the Invixium Enroliment guidelines for proper enrollment of faces, fingerprints, and finger
veins.

% Enrollment - John Doe x

Last Name: First Name: Configuration
Doe John

Access Rules
|\XM Titan O Finger Vein

Middle Index Thumb Thumb Index Middle Ring Little

Left Right

Bometric N - - - - Biometic
Quaty Quaity

Image N N N N B Image
Quaity Quaity
Duress Duress

finger finger

Face

Biometric Quality
Capture Face Type

Titan Touch2

Wiite On SmartCard

Figure 79: OnGuard — Fingerprint Device Selection
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STEP 2

-

{Formatted: Heading 3

Click on the rectangle box drawn under name of the finger for Fingerprint enrollment.

% Enroliment - John Dee

Last Name: First Name:
|Doe [dohn

OpenCapturs  Access Rules.

Device:
® Frsepn O Frger e

Fingers.

Litle Ring Middle Index.

X

Configuration

Index Middle

Click to E;

roll Finger

Biometric Qualty

Face Type

(] Ttan || Touchz

Figure 80: OnGuard - Fingerprint Enrollment
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STEP 3
Click on ‘Capture’ for face enrollment.

% Enrollment - John Doe

Last Name: First Name:
|Doe [dohn

OpenCapture | Access Rules

Device:
© Frcemet O igerten
Fingers
Little: Ring Middle

+’*{ Formatted: Heading 3

*

Confiquration

Middle:

Biometic Qualiy

Face Type

Click to Enroll Face
[ Touch2

Figure 81: OnGuard - Face Enroliment
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STEP 4 +*’*{ Formatted: Heading 3

Select Finger Vein - Select the Invixium device from Device Dropdown (Device dropdown will
display all finger vein supported Invixium devices present in IXM WEB).

% Enrollment - John Doe x

Last Name: First Name: Corfiguration
|Doe | [en

OpenCapture | Access Rules

Device:

9 [o s

IXM Titan FV

T g Middie Index Widdle.

Biometric Quality

Face Type

[ Ttan [ Touch2

Figure 82: OnGuard — Finger Vein Device Selection
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STEP 5 <~ { Formatted: Heading 3

Click on the rectangle box drawn under name of the finger for Finger Vein enroliment.

% Enrollment - John Doe X

Last Name: First Name: Corfiqurstion
[Doe | [dohn

OpenCapiure | Access Rules

Device:
XM Titan FV ~| O Fingeprint @ Finger Vein

Fingers.

Little. Ring Middle: Index Middle:

Click to Eqroll Finger

J

Biometric Quality

Face Type

[ Ttan [ Touch2

Figure 83: OnGuard — Finger Vein Enrollment
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STEP 6 <~ { Formatted: Heading 3

Click on OK to save enrollment.

% Enrollment - John Doe

Last Name:
[Doe

OpenCapture  fccess Rules

Device:
® g O Frrin
Fingers

Litle Ring Midde Index.

Figure 84: OnGuard — IXM WEB Save Enrollment
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Access Rules Configuration from the OnGuard Enrollment Add-On

‘ STEP 1 « [Formatted: Heading 3

Click on ‘Access Rules’ » Select ‘Access Rules’ and ‘Security Settings’ of your choice.

‘ STEP 2 “ [Formatted: Heading 3

Select ‘Health Access Rule’ - Select settings according to your requirements.

(1)

@ Note: Thermal Screening is only available if a TITAN + Enhancement Kit is installed.

Enable Mask Detection: Enable this field to allow the device to perform mask detection.

e Mask Detection Rule: Users can choose one of the following options to select which action
occurs when the Mask Detection Rule triggers:

o Use Device Rule
o Allow on Fail

o Deny on Fail

Enable Thermal Screening: Enable this field to start Thermal Screening during Authentication.

e Thermal Screening Rule: Users can choose one of the following options to select which
action occurs when the Thermal Screening Rule triggers:

o Use Device Rule
o Allow on Fail

o Deny on Fail

Attestation Questions: Enable this field to allow the device to perform Attestation
Questionaries during Authentication.

e Attestation Questions Rule: Users can choose one of the following options to select which
action occurs when the Attestation Questions Rule triggers:

o Use Device Rule
o Allow on Fail

o Deny on Fail
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STEP 3

- {Formatted: Heading 3
Click on OK to save User Access Rules settings.

% Enrollment - John Doe

Last Name:

First Name:
[Doe

[John

X

Configuration

Health Access Rule:

[ Enable Mask Detection

[ Enable Themnal Screening
Mask Detection Rule

| Use Device Rule v

Themdl Screening Rule
| Use Device Rue

[ vial Signs. [ Attestation Questions
Vital Signs Rule Attestation Questions Rule
Use Device Rule vl [Use Device Ruie

Figure 85: OnGuard — IXM WEB Save Access Rules Settings
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Save User Records on Cards from the OnGuard Enrollment Add-On
‘ STEP 1

«/‘( Formatted: Heading 3

Open the ‘Enrollment’ add-on - Perform enrollment as per requirement - Click on ‘Write on
SmartCard’ button.

‘ % Enroliment - John Doe

Last Name:
[Doe

Health Access Rule

[4] Enable Mask Detection

s Detecton P
(U Dovee e

[ Vil Signs.

Vial Signs Rule
| Use Device Ruie

Figure 86: OnGuard - IXM WEB Save User Record on Card

RESULT

«/‘( Formatted: Heading 3

The following message will be displayed when the user record is successfully saved on the card.

Enrollment

0 Employee Record saved on Smart Card
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Figure 87: OnGuard — IXM WEB User Record Saved on Card

18-15. -Enrollment Best Practices

Fingerprint Enroliment Best Practices
= Invixium recommends using the index, middle, and ring fingers for enroliment.
= Make sure your finger is flat and centered on the sensor scanning area.
= The finger should not be at an angle and should be straight when placed on the sensor.

= Ensure that the finger is not too dry or too wet. Moisten your finger during enrollment if

reguiredneeded.

Avoid Poor Fingerprint Conditions
= Wet Finger: Wipe excessive moisture from the finger before placement.
= Dry Finger: Use moisturizer or blow warm breath over the finger before placement.

= Stained Finger: Wipe stains off from finger before placement.

Enrollment Best Practices

x Incorrect x Correct

Pressure ] 1

Too Low Too High Good

Position D

Rotation

Condition

Preferred Fingers

- Formatted: List Paragraph, Indent: Left: 0.32 cm, Add
space between paragraphs of the same style

- Formatted: List Paragraph, Indent: Left: 0.32 cm, Add
space between paragraphs of the same style

T

Formatted: List Paragraph, Left, Line spacing: 1.5 lines,
Don't keep with next

-

Formatted: Font: 10 pt

spacing: 1.5 lines, Don't keep with next

. { Formatted: List Paragraph, Left, Space Before: 0 pt, Line

Formatted: Space Before: 0 pt, Don't keep with next

|
|
|
)
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Figure 88: Fingerprint Enrollment Best Practices

< [Formatted: Font: (Default) Arial, Check spelling and ]
{Formatted: Caption, Left, Indent: Left: 0 cm, Space Before: }

0 pt
[ Formatted: Font: 14 pt, Font color: Blue
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Fingerprint Image Samples

Fingerprint

Recommendation

Good Fingerprint

Always try and get a
good fingerprint like
this for a good
enrollment score

Fingerprint with cuts

Invixium recommends
using

Card + Biometrics or
Card + PIN

Moisten finger and re-

P, Dry finger enroll for better results
it
e £
Rub finger on clean
Wet/Sweaty finger cotton cloth and re-

enroll for better results

Figure 89: Fingerprint Images Samples
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Fingerprint Imaging Do's and Don'ts

Do's;

Capture the index finger first for the best quality image. If it becomes necessary to capture -«
alternate fingers, use the middle or ring fingers next. Avoid pinkies and thumbs because they
generally do not provide a high-quality image.

Ensure that the finger is flat and centered on the fingerprint scanner area.

Re-enroll a light fingerprint. If the finger is too dry, moistening the finger will improve the
image.

Re-enroll a finger that has rolled left or right and provided a partial finger capture.

Remember to;,

Identify your fingerprint pattern. -
Locate the core.

Position the core in the center of the fingerprint scanner.

Capture an acceptable quality image.

Don'ts:,

Don't accept a bad image that can be improved. This is especially critical during the “«
enroliment process.

Don't assume your fingerprint is placed correctly.

157 P/N XAD-TPI-003-066

pt

{Formatted: Heading 2, Indent: Left: 0 cm, Space Before:

'

[ Formatted: Font: Italic

Formatted: List Paragraph, Indent: Left: 0.32 cm, Add
space between paragraphs of the same style

[Formatted: Font: 11 pt

Formatted: List Paragraph, Indent: Left: 0 cm, Space
Before: 0 pt, Add space between paragraphs of the same
style

[ Formatted: Font: Italic

Formatted: List Paragraph, Indent: Left: 0.32 cm, Add
space between paragraphs of the same style

o JC A )

[Formatted: Font: 11 pt

Formatted: List Paragraph, Indent: Left: 0 cm, Space
Before: 0 pt, Add space between paragraphs of the same
style

[ Formatted: Font: Italic

Formatted: List Paragraph, Indent: Left: 0.32 cm, Add
space between paragraphs of the same style

(D | G U | W




W,

INVIXIUM

Finger Vein Enrollment Best Practices

= Invixium recommends using the index and middle fingers for enroliment. « Formatted: List Paragraph, Indent: Left: 0.32 cm, Add
space between paragraphs of the same style

= Make sure your fingertip is resting on the finger guide at the back of the sensor cavity.

= The finger should be completely straight for the best finger vein scan.

= Ensure that the finger is not turned or rotated in any direction.,, {Formatted: Font: English (United States), Check spelling and}
grammar
[Formatted: Font: 11 pt ]
Preferred Fingers x Incorrect %{}on'ect
L
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“ . _
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Figure 90: Finger Vein Enroliment Best Practices

« [Formatted: Font: 13 pt

A

[Formatted: Indent: Left: 0 cm, Space Before: 0 pt

Face Enrollment Best Practices

= Invixium recommends standing at 2 to 3 feet from the device when enrolling a face. < Formatted: List Paragraph, Indent: Left: 0.32 cm, Add
space between paragraphs of the same style

= Make sure your entire face is within the frame corners, which will turn green upon correct
positioning.
= Look straight at the camera when enrolling your face. Avoid looking in other directions or

turning your head during enrollment.
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< | Formatted: List Paragraph, Indent: Left: 0 cm, Space
Before: 0 pt

Incorrect V Correct
x )

<2feet ‘ >3 feet

120 cms /
48 inches

R [ Formatted: Left, Line spacing: 1.5 lines

“ [ Formatted: Space Before: 0 pt, After: 0 pt

Figure 91: Face Enrollment Best Practices
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19.16.  Send Logical Events to OnGuard

The following settings are needed in System Administration to receive logical events for two events
from IXM WEB.

1. Temperature
2. Mask

Procedure

STEP 1 «###{ Formatted: Heading 3

In System Administration Click Additional Hardware - Select Logical Sources.

Fire Panels...

Intercom Devices...

Personal Safety Devices..
Receivers...

Intrusion Detection Devices...
Crestron PLC...

POS Devices...

SMNMP Managers...

Logical Sources...

QOPC Connections...

Figure 92: OnGuard - Add New Logical Source
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STEP 2 <~ { Formatted: Heading 3

Click on Add button.

Name:

‘ [] Online

World time zone:

[] Daylight savings

- - (] Multiple Selection 0 of 0 selected

Figure 93: OnGuard — Logical Source
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STEP 3 “
Enter the following details:
e Name: Define the name of ‘Logical Source’.

e World TimeZone: Select timezone from the ‘World time zone’ dropdown.

8 | ogical Sources E

Logical Sources  Logical Devices  Logical Sub-Devices

~
Mame Name:

‘OnGuard Logical Source ‘ | [ Online:

(GMT+05:00) Islamabad, Karachi

(GMT+05:30) Sri Jayawardenepura

{GMT+05:30) Chennai, Kolkata, Mumbai, New Delhi
(GMT+05:45) Kathmandu

(GMT+07:00) Novosibirsk

(GMT+06:00) Colombo

(GMT+06:00) Astana

(GMT+06:00) Dhaka

(GMT-+06:30) Yangon (Rangoon)

(GMT=08:00) Krasnoyarsk

(GMT+07:00) Bangkek, Hanai, Jakarta
(GMT+08:00) Beijing. Chongging. Hong Kong, Uumgi
(GMT+08:00) Kuala Lumpur, Singapare

(GMT+08:00) Taipei

(GMT+08:00) Perth

(GMT+09:00) Irkutsk

(GMT+08:00) Ulaanbaatar
oK Cancel Cl Hel (GMT+09:00) Osaka, Sapporo, Tokyo Cl
[ o6 | Coree = = (GMT-10:00) Yakutsk =

MT+09:00) Seoul

- MT+05:30) Adelaide
Logical Sources| (GMT-

]

Figure 94: OnGuard - Add New Logical Source
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STEP 4 -« { Formatted: Heading 3

Click OK.

Name:

‘DnGuard LogicalSource [ Online

World time zone:
|(GMT+05:30) Chennai, Kalkata, Mumbai, New Delhi ~|

[ Daylight savings

B+ | ogical Sources

Figure 95: OnGuard - Save Logical Source
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STEP 5

Select the Monitor Zone of your choice - Click OK.

Monitor Zone Assignments

Pleasze select maonitar zone(s]:

=

Allows Multiple S elections []

tonitor Zone
W Default Zone

| Ok |

1 Selection(z]

Figure 96: OnGuard - Logical Source Monitor Zone

Created ‘Logical Source’ will be displayed as shown below.

-
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Hame:

| 85 onGuard Logicalsource ‘OnGuard Logical Source | ] Online

World time zone:

[ Daylight savings

[ Mukiple Selection 1of 1 selected

Figure 97: OnGuard - Logical Sources List
STEP 6

Click on the ‘Logical Device’ tab > Add.

0 of O selected

Close

4"( Formatted: Heading 3
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Figure 98: OnGuard - Logical Device

168 P/N XAD-TPI-003-066



W,

INVIXIUM

STEP 7 - [Formatted: Heading 3

Enter the following details:
o Name: Define the name of ‘Logical Device’ for which you want logical events.

Note: The name of ‘Logical Device’ should be the same as the name of the Invixium device for
which you want logical events in OnGuard.

e Logical Source: Select ‘Logical Source’ from the dropdown.

B Logical Sources EI@

Logical Sources  Logical Devices  |ogical Sub-Devices

Device Log =
m Titan ‘ |

Logical Source Formatted: Font: Font color: Auto, Check spelling and
grammar

OnGuard Logical Source |

Cancel Clear Help. Add Mode Close

B+ | ogical Sources |

N [Formatted: Centered, Indent: Left: 0.63 cm

Figure-99: OnGuard - Logical Device Configuration

A [Formatted: Font: Font color: Auto
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“ [Formatted: Heading 3
Click-OK- Formatted: Font: Bold, Font color: Custom
Color(RGB(79,129,189)), Check spelling and grammar
B Logical Sources EI@
Logical Sources  Logical Devices | ogical Sub-Devices
Device h Lot ==
[ X0 Titan |
Logical Source
OnGuard Logical Source \
< >
Cancel Clear Help... Add Mode Close

B Logical Sources |

Figure 100: OnGuard - Legical-Device-Configuration
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Logical Sources  Logical Devices  Logical Sub-Devices

N 7
Device

[Tok ]| concel | cear || Hew

Lag

Name:

|\XM Tan

Logical Source:

|OnGuard LogicalSource

Add Mode

Figure-103:-OnGuard—Save Logical Device

+’*{ Formatted: Heading 3

Close
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The created ‘Logical Device’ will be displayed as shown below.

Name:

1M Titan [1xM Tatan

Logical Source:

| 2dd || Modiy | | Delete | | Hep. | []Mulipis Selection 1 0f 1 selected

Figure 101: OnGuard - Logical Devices List

STEP 9 *’*{ Formatted: Heading 3

When mask and thermal violations are observed during authentication on the Invixium device,
EBT and mask events will be picked up from EBTEventDetails and sent to OnGuard.

STEP 10 +’*{ Formatted: Heading 3

To view these events open Alarm Monitoring.

" Alarm Monitoring - System Account - [Default Zone Trace Monitor]

A 2
Alarm Description Time/Date Controller Device
Q Access Denied, Screening Failed 16:52 18-03-2021 TITAN Entrance
o " "

Failed 18:11 1 TITAN Entr
18:12 18-0. X €l TITAN Entrance
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Figure 102: OnGuard - Mask and Thermal Events

STER 11 <~ { Formatted: Heading 3

STERP1L

To view the details of any event, select that event - Right Click > Click View Associated Text.

Input/Output Card
None

Acknowledge...
Fast/Group Acknowledge
Delete

TITAN Entrance

Trace

Badge Information
Asset Information
Video Verification
View Map

View Device Notes (none)

Lock Event

Unlock Event

Assign RAW Card Data to...

Launch Video
Launch Recorded Video
Use Browser-based VideoViewer

Send Video To...

Receiver Account Information

Account Group Information

Alarm Details
View Associated Text...

Allow 1 Free APB Pass

Reset Use Limit...

Figure 103: OnGuard - View Associated Text

The following screen will be displayed when you click on ‘View Associated Text’.

Associated Text
—
Access Denied, Screening Failed

Temperatue: 97.60
Hask: Mask Detected
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Figure 104: OnGuard - View Associated Text

‘ 20:17.  -Configure Custom PIN Fields in OnGuard

| The following settings are needed in System Administration to synchronize the PIN number of the
badge from OnGuard to IXM WEB.

Note: Invixium and LenelS2 strongly recommend performing a backup before performing this step!

STEP 1

‘ Open ‘Forms Designer’ - Select ‘Cardholder’ > OK.

Cpen Form X
Wisit
Yigitar
Cancel

Figure 105: OnGuard - Custom Pin

STEP 2

Once the ‘Cardholder’ window appears - Select the ‘Badge’ tab.

174 P/N XAD-TPI-003-066
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-
o o
S,

oo

Figure 106: OnGuard - Badge Custom Pin

STEP 3

Click Insert > Numeric Field > Design Numeric Field at the place where you want on the
‘Badge’” window.

P/N XAD-TPI-003-06G
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rmsDesigner - lenel\System Account

Label

Objects Text Field

Activate Date Encrypted Text Field

Activate Date (all)
ab Activate Date (all) L
ab Activate Date Label Hpras (=
Address Drop-down List
ab Address Label
APB exempt
Badge ID System Object
Badge ID (al]) View-Only Control...
ah Badge ID (all) Label T e
ab Badge ID Label
<

Date Field

Page... lszue code:

Ermbossed:

|| Usz extended stikeheld times

|1 Uz2 extended stike/held times

Figure 107: OnGuard - Add Numeric Field

£7 Cadnoider B2 Bados

7S
Last name: First name: Middle name:

Cardholder D: Badge type:

/( Formatted: Font: Font color: Custom Color(RGB(35,31,32)) )

Badge ID, Issue code: Activate:

[ | [ | [Dresen -

Stas Deastivale
[ v [Mhzsan 0]

et = e |:|

] Use evtended stike/held fnes [JAPE exempt (e Badgel:
Last changed: lsuecods: |
Last pintect Actvate:
[ b |

[ Tookit

Figure 108: OnGuard - Add-Numerie-Field
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02 Cadholder @] Badge

Last name: First name: Middle name:

Cardhoider D Badge ype:
[ J[

Badgs D Iesus code Actvate

[ | [ ] [Frzman O]

Stalus: Deactivate:
[ [Eremman B-] |

A
==t - e _

s
[ Use extended stike/held tines [ | APE exempt [ Destination exempt
Last changed:
] LT
Lostoiied P
] Do

[ Teakit

Formatted: Centered, Indent: Left: 0.63 cm

Eigure 111 OnGuard—Design Numeric Field
STEP 4

Enter ‘Field Name’ - OK.

FldNum865 [FLONUMBG6] Properties
General Settings  Fonts  Field Seitings  Field Siyles
- —
[indexed
-
[ unique
e

Figure 109: OnGuard - Save Numeric Field

STEP 5

P/N XAD-TPI-003-06G



INVIXIUM

‘ Click Insert = Label - Design Label at the place where you want on the ‘Badge’ window.

Text Field
Encrypted Text Field

Activate Date (all)

ab Activate Date (all)

ab Activate Date Label ey

Address Drep-down List

ab Address Label N

APE exempt Bz

[ Badge 1D System Object

Badge D (all) View-Only Control...

ab Badge ID (all) Label

Date Field

%5 FormsDesi nel\System Account

ab Badge ID Label v

Embossed
< I

[ Use estended stike/held tines

Figure 110: OnGuard - Add Label

SFER6
Enter ‘Text’ > OK.

LbI2E7 Properties

General Settings  Forts ~ Label Settings.

Object name: ‘LHW

Text |hvmmPn\
ﬂsﬁgwedﬁe‘d‘
Styles
Align text:

[N wrap
[ Automatic size

EnterText->-0Ok-

LbIBET7 Properties

General Settings  Forts ~ Label Settings.

Object name: ‘LHW

| Text |hvmmPn\

ﬂssmedﬁe‘d:‘

Aign text

<”‘( Formatted: Heading 3
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Figure-114-OnGuard—Save Label

Custom PIN Field will be visible on the ‘badge’ window as shown below.

Carchelder B2 Badge

Last name: First name: Middle name:

Cardhalder D Badge type:

Badge ID Issus code; Activate:
[ [Z12mem 0]

Status: Deactivate: Irvvixivm Pirn;

[Zrzman O

- o T S
L] | I

Badge ID:

|| Use estended shike/held times || AP exempt || Destination exempt

Issue code:
Last changed.

[ Piints:

Last printed: Activate:

| Deastivate:

|| Toolkit

Figure 112: OnGuard - IXM WEB Custom Pin
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23::18.  -Appendix

Pushing Configuration to Multiple Invixium Readers

Procedure, Formatted: Font: Italic

STEP 1, - Formatted: Font: Italic

[Formatted: Heading 3 ]
.To push these configurations to other Invixium readers, while the configured Invixium ( Formatted: Font: Arial, Check spelling and grammar )

device is selected, click the Broadcast pption from-vertical-elfipses-butten—on the right-hand

Formatted: Font: Arial, Font color: Accent 1, Check spelling
and grammar

Formatted: Font: Arial, Check spelling and grammar

§ oo A048493655 Ethermet 121681230 02007.005.000 o t m -
Bt as07801228 Ethernet 21681157 02007.005.000 o
side, [Formatted: Font color: Auto, Check spelling and grammar ]

]

¥ IXM WEB

Figure 113: IXM WEB - Broadcast Option, Formatted: Font: Not Italic, Font color: Custom
Color(RGB(35,31,32))
STEP 2, « [Formatted: Font: Italic ]
[Formatted: Heading 3 ]
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Scroll down to the Access Control section -and check the Wiegand Output option-——>-Click-on. /{Formatted: Font: Font color: Accent 1, Check spelling and J

grammar

Broadcast

Formatted: Font: Font color: Accent 1, Check spelling and
grammar

Device(s)
|| Select All
(] Access Control

[} Anti-Passback Door Access Control Door Open Schedule Door Strike Power Supply (| External Server Feedback

] Fire Alarm (] Input/Output () ospp ) Panel Feedback (] Wiegand Input
Wiegand Output Threat Level

(] sehedules

[} Access schedules Biometric Schedule Holiday Schedules Threat Level Schedule

[ ] Security

()] Anti-Shock Vandal Protection [_| Device ) 1P Restriction ) Telnet

(| smart Card

(] Active HF Protocol ] Active RF Protocol CSN Order Type Key Management () Layout

@) eroadcast
............. 2  Devicels)
O select Al

[J Access Control 4=

[ Anti-possback [ Door accoss Control [ Door Opon Schoduia [ Doorstrkapowor Supply [ Extemal Sorvar Feodbock

Wiogond Outpat

O patfoutput 0 osoe [ Ponct Foadback [ wiogondinput

Figure 114; IXM WEB - Wiegand Output Selection in Broadcasts x/(Formattem Font color: Custom Color(RGB(35,31,32)) )
\( Formatted: Font: Bold, Font color: Accent 1 J
Formatted: Font color: Auto, Check spelling and grammar J

Formatted: Normal
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STER3

- {Formatted: Font: Italic
. B<f Formatted: Heading 3
Click Broadcast.

®) Broadcast

@ Ssoloct Davico(s)

(7] solect All

[[] Access Control

[ Anti-assback [] toor Access Control schodulo [ Door strike Powr Supply [] Extornal servor feodbock
[ ¥ire Aarm [ meutioutput 501 [] Panel Foadback [ Wiegand input
Wiagand Output

] sehedules

[] Accoss Schodul :  Schoduil [] Holiday schoduls

[] security
[ Anti-Shock Vandol Pratect

[[] smartcard

[] Active HF Protocol Active R Protocol SN Ordor Type [] Mo Mobile Access [ ¥oy Managemant

Figure 115: IXM WEB - Broadcast Wiegand Output Settings
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STEP 4

STER3 < [ Formatted: Heading 3

Select the rest of the devices in the popup. Click OK to copy all Wiegand output settings of { Formatted: Font: Arial, Check spelling and grammar )
the source device to all destination devices. | \[Formatted: Font: Arial, Font color: Accent 1, Check spelling J

and grammar

Broadcast Formatted: Font: Arial, Check spelling and grammar

Formatted: Font color: Auto, Check spelling and grammar

@ soici o @) Dovicels)
SELECT DEVICE(S) B
v @ Device Group

v @ Testing
b3dse7dbfs

@®) Broadcast
® Device(s)

SELECT DEVICE(S) Q, Type tosearch

+ B povice Group
M - B

Merge_FP4_132_Wout
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Figure 116: IXM WEB - Broadcast to Devices

@ Note: The popup will display devices of the same category only.

[Formatted: Font: Font color: Auto

A A
‘ [Formatted: Font: 12 pt, Font color: Blue
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Configuring for OSDP Connection

« Formatted: Indent: Left: 0 cm, Space Before: 0 pt
STEP 1, « Formatted: Font: Italic
lick th . b | h ired . d . | Formatted: Heading 3
Fr_om Home, click the Devices tab. Select the required Device and navigate to Access Control. Formatted: Font: Font color: Accent 1, Check speling and
Click OSDP. grammar
Formatted: Font: Font color: Accent 1, Check spelling and
grammar
By default, the OSDP configuration is turned OFF, Enable the OSDP by toggling the - grammar

COMMUMICATION SETTINGS

2600

GENERAL SETTINGS

Access Granted @ Greer
Access Denied ® Red
Dual Authentication @ None

switch to ON,,

Smartcard Passthru

None

3O ITIL Ty I AT R I DI EFA0000000000000000000000000000000000000000000X

OFF COLOR

. @ none

- @ None

v @ None

Enable Blometric

ONTIME [M5EC)

3000

000000000000000000000000000000000A0000A000000A000000 | HEX

OFF TIME (MSEC)
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e o0
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COMMUNICATION SETTINGS

Boud Rate Parity Bit Stop Bit Timeout (msec)

5200 v ‘ ‘Nune ‘IBi! v ‘ ‘fmu

OENERAL SETTINGS
[ enable tog [ vieplay OSOP Text [] smortcard Passthru [ tnable iometric

SECURE CHANNEL

Securs Ksy Type Securs Kay

AESIZE v ‘ ‘

OSDP EVENTS
EVENTS ONCOLOR DISPLAY MESSAGE

e | @

‘ @ Creen

Access Danied

Yellow
Enter PN ‘ °

8lus
bual ‘ °

Figure 117: IXM WEB - OSDP Settings
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STEP 2, -

ProvideSupply values for the configuration settings below:

A

.The baud rate of the serial communication. The value

Baud Rate <

must be the same as the Access Control Panel’s value.
The parity bit of the serial communication. The value must

A

Parity Bit be the same as the Access Control Panel’s value. :
) The stop bit of the serial communication. The value must b
Stop Bit <

be the same as the Access Control Panel’s value.

The time duration (500 to 10000 milliseconds) up to which
the Device should keep trying to connect to the Access
) Control Panel. The default timeout duration is 300
Timeout (msec) milliseconds. On timeout, the Device LCD flashes "Access
Denied" message and the “Application Logs” window will
show a failure message.

This logs OSDP events for support and debugging “
Enable Log purposes. Invixium recommends disabling this feature <

unless needed.

When presenting a smart card, the device passes the “
SmartCardSmartcard, | oo card CSN (Card Serial Number) to the Access ‘
Passthru Control Panel without taking any other action.
Enable Biometric [Enables biometric template verification. <7

A

.The secure key is provided by your Access Control Panel
Secure Channel ) - <
B most of the time. However, provisions for manual entry

187 P/N XAD-TPI-003-066

Formatted: Font: Font color: Custom Color(RGB(63,63,63))

Formatted: Caption, Indent: Left: 0 cm, Space Before: 0 pt

Formatted: Font: Italic

( )
( )
( )
[Formatted: Heading 3 ]
( )
( )

Formatted: Font: Font color: Accent 1

Formatted: Font: (Default) Arial

Formatted: Table Paragraph, Right: 0.44 cm,
Widow/Orphan control, Adjust space between Latin and Asian
text, Adjust space between Asian text and numbers

[Formatted: Font: (Default) Arial ]

Formatted: Table Paragraph, Widow/Orphan control, Adjust
space between Latin and Asian text, Adjust space between
Asian text and numbers

( Formatted: Font: (Default) Arial )

Formatted: Table Paragraph, Right: 0.44 cm,
Widow/Orphan control, Adjust space between Latin and Asian
text, Adjust space between Asian text and numbers

[Formatted: Font: (Default) Arial ]

Formatted: Table Paragraph, Widow/Orphan control, Adjust
space between Latin and Asian text, Adjust space between
Asian text and numbers

Formatted: Font: (Default) Arial, Not Expanded by /
Condensed by

Formatted: Font: (Default) Arial
Formatted: Font: (Default) Arial

Formatted

Formatted: Font: (Default) Arial

Formatted

Formatted: Font: (Default) Arial

Formatted

Formatted: Font: (Default) Arial

Formatted

(
(
(
(
(
(
(
(
(
( Formatted: Font: (Default) Arial
(
(
(
(
(
(
(
(
(
(
(

Formatted

Formatted: Font: (Default) Arial

Formatted

Formatted: Font: (Default) Arial

Formatted

Formatted: Font: (Default) Arial

Formatted

Formatted: Font: (Default) Arial

Formatted

Formatted: Font: (Default) Arial

Formatted

EDC R R B R R B E DL R B




W,

INVIXIUM

Event

can be added as TEXT or HEX.

.The OSDP static events for panel feedback and capture “
pin are:

Access Granted

Access Denied

Enter PINPin

Dual AuthenticationAuthenticaction — It is an access
mode thatwhich requires valid access by two authorized
cardholders to enter an access zone within a specified
time period. This feature is available only if the-Multi-
User Authentication feature is enabled and configured,
To configure-the Multi-User Authentication feature, from
Home, click the Devices tab. Select the required Device
and navigate to General Settings, Click on the-Multi-
User Authentication section. YperOn enabling this
feature, the following actions will be performed:

+ The Device will request for the credentials of the
second user after the first user is authenticated
successfully.

« Card numbers for both, the first and the second user
will be transferred to the Access Control Panel.

Two events, one for the first user and the other for the <
second user will be logged into the Access Control Panel.

The LED color configuration-is, based on panel events. «
The value must be the same as the Access Control ‘
Panel’s value. Options are:

On Color/Off Color + Red -

« Green
+ Yellow
+ Blue

“ : »

Table 5: IXM WEB - OSDP Configuration Options

Note: Mismatches between the unit and Access Control Panel LED configuration would cause

unrecognized events.
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Display OSDP Text

Display Message

Table 6:

[Enables to display OSDP Text. \

Notification on the device’s screen.

Jf enabled: Displays both the unit hardeodedhard-

coded notification and the Access Control Panel
notification. -
XM notification - Access Granted or Access Denied.
Access Control Panel notification — Valid or Invalid.

J|f disable: Displays only the Access Control Panel
notification.

IXM WEB - OSDP Text Options
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STEP 3 <~ { Formatted: Heading 3

Click Apply to save the settings. /( Formatted: Font: Font color: Accent 1

OSDP settings saved x

@ osor

OSDP settings saved

Figure 118: IXM WEB - Save OSDP Settings, /(Formatted:

Font: 11 pt, Font color: Text 2

Font: Italic

STEP 4 Formatted:
Formatted:

Heading 3

Open the edit option on the reader and note the Device 1D, This will be the address used ~ Formatted:

Font: Arial

in the configuration of the reader in the-OnGuard. Formatted:

Font: Arial, Font color: Accent 1

Formatted:

Font: Arial

Formatted:

Font: Arial

0 JC U L )

Device 1D Device Group
I = Vitemis) selected

Subnet Mask
o

Serial Mode
RS2

Gateway
192 168

Device ID: 0

' \ TS TITAN FPUS - EKIT =« Online

Transactions Authentication types Device Category

at
850 Face Recognition, Fingerprint Lonel OnGuard

Overview Employees Communication  Notification — Security  Access Control  General Settings  Time & Attendance St 9

Figure 119: IXM WEB - Edit Device
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Figure 120: IXM WEB - Edit Device Options
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STEP 5 “

{Formatted: Heading 3

Login to ‘System Administration’ - Click ‘Access Control’ > ‘Readers and Doors’.

Access Panels...

Readers and Doors...
Alarm Panels...

[£=] Autharized O
Modems...

Timezones...

Agcess Levels...

C d Keypad Te |

Areas...
Groups...
Local I/Q...
Global I/0...
Division: EOL Resistor Cenfiguration...
Destination Assurance...

Location:
Selective Cardholder Download...

Building: Elevater Dispatching...

Figure 121: OnGuard - Add OSDP Reader
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{Formatted: Heading 3

‘ STEP 6 -
Add new ‘Reader’ - Enter mandatory details > Select ‘OSDP Protocol’ as output > Click OK.

General | Grouping  Seftings Controls AuxInputs Aux Outputs  Anti-Passback  Command Programming

Address: -
e e
—C '
2 [ Do
e
B

] Do Not Actvate Stke on REX

Cciher
otes Gty < ObmCmttrs oot

[ Authenticated reader
[ Alow User Commands

e— e ittt

General Grouping Seftings Controls Aux Inputs AuxOutputs  AntiPassback  Command Programming  Note

Name: [IXH TITAN

[ Do Not Activate Strike on REX
Keypad

[ Alow User Commands

S o [ Bl oo

Figure 122: OnGuard - OSDP Reader

‘ Note: The Invixium’s reader address should be the same as the OSDP reader address.

| STEP 7 <’H—{ Formatted: Heading 3

Wiegand Input and output also need to be configured to allow OSDP communication to work.
Create the same settings for Wiegand connections as you did previously.

<—'—( Formatted: Body Text, Indent: Left: 1.27 cm

STEP 8 “( Formatted: Heading 3

Disable Panel feedback for any OSDP-connected reader to stop multiple access granted /(Formatted= Font: Font color: Accent 1

messages from being sent to OnGuard.

[5§ Panel Feedback

Timeaut (msee)

LED Central By Panel




W,

INVIXIUM

-« . . .
& Panel Feadback E | — [Formatted. Font: Font color: Custom Color(RGB(35,31,32)) ]

Formatted: Left, Indent: Left: 0.63 cm, Space Before: 6 pt,
No widow/orphan control, Don't adjust space between Latin
and Asian text, Don't adjust space between Asian text and

LED Control By Panel Two LED 3000
numbers

Figure 123: IXM WEB - Disable Panel Feedback, [Formatted: Font color: Custom Color(RGB(35,31,32)) ]
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Wiring and Termination

Procedure
EARTH GROUND

For protection against ESD, Invixium recommends the use of a ground connection between each
Invixium device to a high-quality earth ground on site.

STEP 1

Connect the green and yellow earth wire from the wired back cover.

STEP 2

Connect the open end of the earth ground wire provided in the install kit box to the building earth
ground.

STEP 3

Screw the lug end of the earth ground.

‘ Earth Ground
Wire Lug

Earth Ground
Wire Lug

Formatted: Font: Font color: Custom Color(RGB(35,31,32)) J

X Formatted: Left, Indent: Left: 0.63 cm, Space Before: 6 pt,
Earihing Wi from = No widow/orphan control, Don't adjust space between Latin
e Cavir(FINE) Bulkdg Exihing and Asian text, Don't adjust space between Asian text and
numbers

Earthing Wire from =
Wired Cover (PIN 5) Bullding Earthing
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« [Formatted: Font: 11 pt, Font color: Auto

Top Connector
7 9 1113 15 17 19 21 23 25 27 29 Formatted: Indent: Left: 0 cm, Space Before: 0 pt,
Widow/Orphan control, Adjust space between Latin and Asian
text, Adjust space between Asian text and numbers

8 10 12 14 16 18 20 22 24 26 28 30

Bottom Connector
13 5 7 9 1113151719 2123 2527 29

8 10 12 14 16 18 20 22 24 26 28 30

Figure 124: XM-THTFAN—Top-& Bettom-CennecterEarth Ground Wiring
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Get Wired Top Connector

Wire Color Wire Label

WDATA_IN1
RLY_NO

Get Wired Bottom Connector

Wire Pin(§) Wire Color ‘ —( Formatted: Indent: Left: 0.63 cm, Space Before: 6 pt

I USBO_GND
Purple/Yelow [EEEEE DAC_IN2 ] ackiRed [N USB1_GND

2 4 6 81012 14 16 18 20 22 24 26 28 30
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Get Wired Top Connector
Wire Color Wire Label

WDATA_IN1
RLY_NO

Get Wired Bottom Connector

Wire i Wire Color

I USBO_GND
Purple/Yelow [EEEEE DAC_IN2 ] ackiRed [N USB1_GND

Figure 126: Power, Wiegand & OSDP Wires
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All Invixium devices support Wiegand and OSDP.

Invixium devices can be integrated with LerelGallagher Controller on:

1. Wiegand (one-way communication)
2. Wiegand with panel feedback (two-way communication)
3. OSDP (two-way communication)

Wiegand Connection

' i ACP

T'J .o
|

WDATA_OUTO [
WDATA_OUT1

WGND —

Figure 127: IXM TITAN - Wiegand

0 | ’
Q Please refer to the INGUIDE document provided for each product on Invixium.com under the
Download section of the Products menu.
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Wiegand Connection with Panel Feedback

Access Control Panel Connections

; TITAN
1 - - ACP
L]
j
- | 3 WDATA_OUTO N
WDATA_OUT1
WGND
| 4
i
- _, ACP_LED1

{  ACP_LED_GND
Al

Top Connector Wiegand

(1
18

W 0
Bottom C tor LED

o‘ OT onnector § ACP_LED signals can be used if available on the Access Control Panel.
LED_GND e (11 IXM devices support up to 2 wires + GND for LED status.

Figure 128: IXM TITAN - Panel Feedback
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OSDP Connections

OSDP Connections

| s
§ “ lj

i N

Ll =%

Top Connecter RS-485

TITAN

SGND 6) | —
RS-485+ (8) OSDP wiring requires daisy chain connections between devices and twisted pair.
RS-485- (10)  — A termination resistor R (~120 ohms) across RS-485 lines is also recommended.

Figure 129: IXM TITAN - OSDP Connections
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23:19.  -Troubleshooting

Reader Offline from the IXM WEB Dashboard

Communication of IXM WEB server and-theto Invixium

Note: Confirm

U JU JC 0 A JC U JC A U )

reader.A [Formatted: Font: 12 pt
AProcedureA [Formatted: Font color: Auto
[Formatted: Font: Italic, Font color: Auto
-
‘STEP 1 [Formatted: Font color: Auto
JFrom Home, click the Devices tab. ( Formatted: Heading 3
[ Formatted: Font color: Custom Color(RGB(35,31,32))
P
A [ Formatted: Font color: Custom Color(RGB(35,31,32))
F tted: Font: 12 pt
STEP 2 < [ ‘ormatted: Fon pl
) \ [Formatted: Line spacing: Multiple 1.08 li
-selectSelect any device. . [Formatted: Font color: Auto
[Formatted: Font: Not Italic, Font color: Auto
A
Formatted: Heading 3
STER3 O\ 9
[Formatted: Font color: Auto
[ Formatted: Font color: Custom Color(RGB(35,31,32))
SHEP2 [Formatted: Font: Bold, Font color: Accent 1
Navigate to the Communication tab. % Formatted: Font color: Auto
Formatted: Heading 3
Overview Employes ~ tificatior T ' ar [Formatted: Font color: Custom Color(RGB(35,31,32))
i [ Formatted: Font color: Custom Color(RGB(35,31,32))
[33 External USB Settings

MAIN DOOR ENTRY #

Device ID http:/fixmtime.invixium.com
o

Firmware Versior B appry SRR
02.007.006.000

Enterprise Access T3 Serial
Comm Mode
Ethernet [EL USB Auxiliary Port
ecure Mods
No
° Ra ValP
Model Name
TITAN FPLVS
@ VPN

b3d587dbf6

¥ IXM WEB

Dashboord Employee:

List

Socurity MainEntry = online ’
[ socuricy ooy o




W

INVIXIUM

Figure 130: IXM WEB - Device Communication Settings
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-Scroll down and click on IXM WEB Server.
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Figure 131: IXM WEB - Server URL Setting
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Figure 132: IXM WEB - Server URL Setting from General Settings
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Elevated Body Temperature Denied Access but Granted Access in OnGuard
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Figure 133: IXM WEB - Thermal Authentication Wiegand Output Event

Note: If Thermal Authentication events are configured for any format, it generates Wiegand output  Formatted: Font: 12 pt

accordingly for a high-temperature event, [Formatted: Font: 12 pt, Check spelling and grammar
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Logs in IXM WEB Application - {

|

Device Logs: Device Logs are used for debugging device-related issues.

From Home - Click the Devices Tab on the top - Select the required Device > - ( Formatted: Font: Arial

[ Formatted: Font: Arial

[Formatted: Normal (Web)

B DevicoLog

Capture Device Logs

Navigate to the General Settings tab for the device - Click on Device Log - Enable

Capture Device Logs, ( Formatted: Font: 10 pt

\ Device log

Capture Device Logs

E apPLy il & DOWNLOAD & RESET

Figure 134: IXM WEB - Enable Device Logs
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Click Download to initialize the process to download the device log file. - ( Formatted: Font: Arial

[ Formatted: Normal (Web)
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Figure 135: Save Device Log File, - Formatted: Font color: Text 2
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Select Save File and Click OK to store the device log file on your machine.

Transaction Logs (TLogs): Events or activities taking place on the IXM device.

e Transactions Logs can be viewed and exported from IXM WEB. “ Formatted: Normal, Don't add space between paragraphs of
the same style

e Go to Logs in the Left Navigation pane in IXM WEB and click on Transaction Logs. A filter
option is available in Transaction Logs columns.

Application Logs: Applications logs are available for any event, error, or information generated in

IXM WEB.
e Applications Logs can be viewed and exported from IXM WEB. < Formatted: Normal, Don't add space between paragraphs of
the same style
e Go to Logs in the Left Navigation pane in IXM WEB and click on Application Logs. Fhe « {Formatted: Normal, Don't add space between paragraphs of }
filterFilter option is available in the Application Logs columns. the same style

Logs folder location on IXM WEB Server:

IXM WEB Logs C:\Program Files (x86)\Invixium\IXM WEB\Log
IXM WEB Service C:\Program Files (x86)\Invixium\IXMWebService
Logs

IXM API Logs C:\Program Files (x86)\Invixium\IXMAPI\Log

Table 7: Logs Folder Location
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24-20.  -Support

For more information relating to this document, please contact support@invixium.com.

A

25—

26-21. -Disclaimer and Restrictions

This document and the information described throughout are provided in their present condition
and are delivered without written, expressed, or implied commitments by Invixium. and are subject
to change without notice. The information and technical data herein are strictly prohibited for the
intention of reverse engineering and shall not be disclosed to parties for procurement or
manufacturing.

This document may contain unintentional typos or inaccuracies.

TRADEMARKS

The trademarks specified throughout the document are registered trademarks of Invixium. All third-
party trademarks referenced herein are recognized to be trademarks of their respective holders or
manufacturers.

Copyright © 26242023 Invixium. All rights reserved.
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